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Abstract 

The Internet-of-Things (IoT) constructs a vast, intricate, and perpetually evolving ecosystem exerting profound 
societal implications. This labyrinthine nature often culminates in errors that directly impact human lives. A significant 
domain where this complexity materializes is Intelligent Transportation Systems (ITS). Present tools and methodologies 
inadequately accommodate the complex task of testing and validation, underscoring the urgency for comprehensive 
review and enhancement. This study aims to present a broad analysis of existing simulators utilized for ITS simulations. 
It delves into the role and effectiveness of such simulation tools, highlighting their limitations and proposing research 
directions. This paper scrutinizes both commercial and research-oriented IoT simulators for ITS, evaluating their 
features and simulation environment tools. We have detailed various ITS scenarios simulated within these frameworks, 
intending to gauge their readiness for real-world ITS applications and to elaborate on the challenges involved in ITS 
infrastructure implementation. The findings suggest that despite numerous simulators aiding the evolution of solutions 
for IoT challenges in recent years, their utility in actual ITS implementations remain uncertain. Consequently, we 
explore public cloud platforms offering IoT simulation capabilities, focusing particularly on the capabilities provided 
by the Amazon Web Services (AWS) IoT simulation for this study. Our research outlines the pressing challenges in this 
field, while proposing potential solutions and flagging opportunities for further research. This study paves the way 
towards improving the reliability and accuracy of IoT simulators in the context of ITS, which has immense potential to 
enhance the quality of human life. 

 
Keywords: Internet of things, IoT simulator, simulation, Cloud computing, Amazon web services. 

 

 
1. Introduction 

The advent of the Internet of Things (IoT) has paved 
the way for myriad advancements across various sectors, 
of which transportation holds a prominent position. 
Intelligent Transportation Systems (ITS), fortified with 
IoT technologies, have transformed the landscape of 
transport, optimizing efficiency and promoting the safe, 
coordinated, and smart movement of goods and people. 
ITS are an integral part of smart cities and are 
continuously evolving with the advent of new 
technologies [1]. IoT is one such technology that has 

revolutionized the ITS domain, enabling the seamless 
communication of devices and applications in real-time. 
IoT simulators have become an essential tool in this 
domain, allowing researchers and practitioners to 
simulate the behavior of IoT devices and evaluate the 
effectiveness of their solutions before implementing them 
in the real world. However, alongside the profound 
benefits it offers, the implementation of IoT in ITS 
presents a set of significant challenges. In this context, this 
research aims to explore the evaluation and challenges of 
IoT simulators for ITS applications. 
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Research Context: ITS harness the potential of IoT to 
facilitate dynamic data interchange among vehicles, 
infrastructure, and individuals. According to a review on 
ITS and IoT integration, these systems utilize 
sophisticated traveler information systems and traffic 
management systems to significantly enhance 
transportation operations. They also leverage a broad 
network of sensors and advanced detection algorithms. 
Given the intricate and interconnected characteristics of 
these systems as shown in Figure 1, the utility of IoT 
simulators is crucial for testing, verifying, and optimizing 
these systems prior to their real-world implementation. 

ITS are designed with an array of services aimed to 
increase road safety, decrease traffic congestion, and 
enrich the travel experience for users. Safety measures 
include alerts about road conditions, while traffic 
management can involve smart intersections. User 
experience enhancements may encompass notifications 
about nearby gas stations, restaurants, and other points of 
interest. The development and assessment of algorithms 
and protocols for ITS have been a consistent focus of 
research. These algorithms and models must be informed 

by data gathered from existing networks, enabling 
accurate prediction of the performance of new 
applications. Assessing such performance is a challenge 
and typically relies on three distinct methodologies: 
Mathematical Analysis, Field Operational Tests, and 
Simulations. 

Each method offers its own benefits and limitations, 
necessitating careful selection as it directly influences the 
results. Mathematical analysis, for instance, allows for a 
detailed examination of the issue, yielding valuable 
insights for better comprehension of the system under 
study. Statistical distributions are employed to generate 
models vital for simulation. However, this approach can 
often oversimplify certain simulation parameters like 
mobility models, leading to potential inaccuracies in 
results. 

Simulations involve the analysis and study of diverse 
tools and techniques. A simulator is a specialized system 
or computational model capable of mimicking real-time 
events, enabling the evaluation of various hypotheses 
without exposure to risks.

 

 

Figure 1 : Conceptual and architectural model of internet of Things based solutions.
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The IoT simulator aids users in simulating hundreds of 
user-defined, interconnected devices without creating 
complications. IoT simulators offer numerous advantages 
such as control, configurability, manageability, 
integration, repeatability, and scalability. They enable 
various devices to communicate seamlessly. IoT device 
testing and examination is a process of identifying 
discrepancies between original and intended results. In 
this context, an IoT simulator proves invaluable in 
creating a realistic IoT environment to simulate thousands 
of connected devices seamlessly, as compared to the 
complex connection of physical IoT devices [2]. 

Scope and objective: While several comparative and 
systematic surveys have been conducted in the realm of 
IoT simulators [2], [3], [4], [5], [6], this research will 
delve into the multifaceted landscape of IoT simulators 
and their specific applications within ITS. We will delve 
into the details of IoT's integration into transportation 
systems, the current state of IoT simulators, and their role 
in testing and perfecting ITS applications. Additionally, 
we will critically evaluate the performance and reliability 
of different IoT simulators and explore how they handle 
various challenges, such as managing large-scale settings 
and integrating machine learning techniques. This 
research is of critical importance due to the vital role that 
IoT plays in enhancing ITS. Furthermore, it will 
illuminate the complexities and challenges in using IoT 
simulators for ITS applications, contributing valuable 
insights to the ongoing conversation in this field. As ITS 
applications become increasingly vital for urban planning 
and transport optimization, understanding the limitations 
and potential solutions related to IoT simulators can 
contribute to their improved functionality and reliability. 
This research stands to offer guidance for practitioners 
and policymakers in their efforts to effectively implement 
and manage intelligent, connected, and optimized 
transportation systems.  

The paper is organized such that section 2 presents an 
overview of the simulators that have been used to simulate 
ITS scenarios. It discusses the different simulators and 
their features, highlighting their relevance to ITS research 
and development. Section 3 focuses on the challenges 
associated with these IoT simulators, discussing the 
limitations and drawbacks that researchers may encounter 
when utilizing them. This section aims to provide a 
critical analysis of the current state of IoT simulators and 

identify areas for improvement. In Section 4, the paper 
engages in a detailed discussion on the best future 
research directions in the field of IoT simulators. It 
explores potential advancements, novel approaches, and 
emerging technologies that can enhance the capabilities 
and effectiveness of IoT simulators. Lastly, Section 5 
presents the conclusions drawn from the research 
conducted in this paper, summarizing the key findings and 
implications for further studies in the field of ITS 
simulations. 

 

2. IoT Simulators 

Simulation plays a critical role in the analysis and 
study of various tools and techniques, particularly in the 
context of IoT. Simulators, which are computer 
programming models or specialized systems, emulate 
real-time events, allowing researchers to assess the 
outcomes of hypotheses and assumptions without 
subjecting them to risks or dangers [7]. By offering 
control, configurability, manageability, integration, 
repeatability, and scalability, IoT simulators facilitate 
continuous communication between multiple devices, 
thereby providing several benefits. 

In the development and testing of IoT applications, 
simulators assume a vital role, with researchers proposing 
a range of simulators tailored to IoT use cases. For 
instance, simulators have been used for simulating 
different ITS scenarios, enabling developers and 
researchers to evaluate and optimize ITS applications, 
particularly in complex scenarios where deploying or 
accessing physical IoT devices present challenges. These 
simulators mimic the behavior of mobile and distributed 
applications using various approaches compatible with 
different operating systems such as Linux and Windows.  

Finding a suitable simulation tool for IoT 
environments can be challenging, given the limited 
availability of tools specifically designed for IoT 
applications. These tools are typically categorized based 
on their architectural layer and the scope they cover, 
encompassing areas such as heterogeneous sensors, 
computation or energy efficiency estimation, scalability, 
and support for new requirements like protocols. As such 
IoT simulators can be broadly categorized in three distinct 
classes namely (1) Full stack, (2) Big data, and (3) 
Network simulators. 
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Table 1 : Comparison of IoT Simulators from ITS Perspective 

 

To aid in the selection process, a comparison of top 
simulators from an ITS perspective has been conducted, 
with Table 1 presenting a tabulated overview. This 
comparison examines parameters such as scope, type, 
programming language, IoT architecture layers, scale of 
operation, built-in IoT standards, API integration, cyber 
resilience simulation, service domain, and security 
measures. Thus providing insights for researchers and 
practitioners in identifying the most suitable simulator for 
their specific IoT applications. 

 

2.1. Full stack simulators 

Notable examples of specialized IoT simulators in this 
domain include DPWSim and iFogSim [2], [3], [5]. 

However, within the context of ITS, a comprehensive 
review revealed no studies utilizing DPWSim for 
simulating IoT solutions. Conversely, iFogSim has been 
selected for eleven IoT solution experimentation 
initiatives across various ITS scenarios. 

iFogSim [2], [3] is an open-source toolkit specifically 
designed for modeling and simulating resource 
management techniques in IoT, Edge, and Fog 
Computing environments. Built upon the widely 
recognized CloudSim simulator [5], iFogSim provides a 
comprehensive platform that enables the modeling of 
intricate systems comprising a substantial number of IoT 
and Fog nodes. This simulator offers support for sensors, 
actuators, and application processing elements, 

 Simulator Scope /  
Operational 
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Type  Application 
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Source 
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facilitating the construction of realistic network 
topologies and representations of application services. 
Researchers and developers can leverage iFogSim to 
assess the performance of various resource management 
algorithms and policies across diverse scenarios and 
conditions. Notably, the latest version of iFogSim 
introduces noteworthy enhancements, including 
Microservice Management, Dynamic Clustering  
Mechanisms, and Mobile Management [2]. Additionally, 
the simulator proves valuable in conducting performance 
evaluations related to control loop latency, network 
bandwidth, and energy utilization, particularly when 
comparing different service deployment approaches, such 
as cloud-only versus fog computing [5].  

Additionally, the simulator proves valuable in conducting 
performance evaluations related to control loop latency, 
network bandwidth, and energy utilization, particularly 
when comparing different service deployment 
approaches, such as cloud-only versus fog computing [5].  

In the context of traffic light optimization, several 
studies have employed iFogSim simulations to evaluate 
different approaches. Minh et al. [8] proposed an 
innovative strategy that harnesses fog computing 
capabilities to enhance the efficiency of traffic light 
control systems. By deploying fog computing nodes at 
intersections, their FogFly system dynamically optimizes 
traffic light timings based on real-time traffic conditions. 
The paper provides a comprehensive overview of the 
design and implementation of FogFly, presenting 
experimental results that showcase its efficacy in 
improving traffic flow and reducing congestion. Notably, 
FogFly achieves significantly lower latency (around 4ms) 
compared to its cloud-based counterpart (around 200ms). 
Rampli et al.[9] introduced a solution that leverages fog 
computing for traffic light optimization. By integrating 
edge devices and cloud computing, this system adapts 
traffic light timings based on real-time traffic conditions, 
aiming to enhance traffic flow and alleviate congestion. 
The paper presents the detailed design and 
implementation of this fog-based solution, highlighting its 
effectiveness in improving traffic management. Through 
simulation tests, the performance of the fog-based 
architecture is compared with a traditional TLC-based 
architecture. The results demonstrate that the fog-based 
solution achieves significantly lower latency (around 
14.74 ms with 30 cars and 15.64 ms with 60 cars) in 

contrast to the TLC-based architecture (104.43 ms with 30 
cars and 108.32 ms with 60 cars), highlighting the 
potential of the fog-based approach in achieving efficient 
traffic light optimization. In another study [10], the 
authors propose an energy-efficient fog computing 
architecture for smart traffic lights. Their objective is to 
optimize energy consumption by leveraging fog 
computing techniques. The paper presents the detailed 
design and implementation of the proposed architecture, 
showcasing its effectiveness in reducing energy usage 
while ensuring reliable communication and data 
processing capabilities. Through meticulous simulations 
and experiments, the authors compared their approach 
with traditional cloud-based architectures, emphasizing 
the energy-saving advantages of fog computing. The 
reported findings indicate that fog computing outperforms 
cloud computing in all scenarios, demonstrating its 
superior efficiency. 

Minh et al. [11] conducted research on efficient task 
placement in fog computing for IoT application 
provisioning. Their work addressed the challenge of 
allocating tasks to fog nodes to minimize latency, energy 
consumption, and ensure efficient resource utilization. By 
optimizing task placement strategies, the authors aimed to 
enhance the performance and scalability of IoT 
applications. Through simulations, the authors 
demonstrated the effectiveness of their proposed task 
placement algorithms, showcasing significant reductions 
in latency and energy consumption while achieving 
improved resource utilization. 

In another study [12], the authors explored recent 
advancements and future research directions in the field 
of edge-cloud-of-things (ECOT). They discussed the 
challenges and opportunities of ECOT, which combines 
edge computing, cloud computing, and IoT. The paper 
presented a comprehensive review of ECOT 
architectures, technologies, and applications, providing 
insights into the benefits and potential research areas in 
this emerging field. A case study was undertaken to 
illustrate the practical implementation and benefits of 
ECOT in a real-world scenario. Through iFogSim 
simulations, the superiority of ECOT is demonstrated 
based on network usage, latency, and energy 
consumption. 

In [13] , the authors proposed an Emergency Response 
and Disaster Management System (ERDMS) that utilized 
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fog computing. Their approach prioritizes prompt 
accident detection and response in real-time. An android 
application is developed to detect accidents using 
smartphone sensors, generating an action plan that 
includes locating the nearest hospital, notifying the 
emergency department, and contacting the victim's 
family. Computation tasks are efficiently performed on 
strategically placed fog nodes in accident-prone areas, 
minimizing delays and improving responsiveness. The 
paper provides a detailed description of the system's 
design and implementation, highlighting its capabilities in 
detecting accidents and initiating timely responses. 
Through iFogSim simulations, the authors demonstrate 
that their fog computing architecture significantly reduces 
response time, including network latency, throughput, 
execution time, and average control loop delay, compared 
to traditional cloud computing approaches. 

 

2.2. Big data simulators 

Big data processing simulators play a crucial role in 
the evaluation and analysis of extensive datasets, with the 
specific objective of assessing the performance of cloud 
resources. Prominent simulators in this domain 
encompass CloudSim, SimIoT, and IoTSim. While these 
simulators offer specialized capabilities for simulating big 
data processing, it was observed that SimIoT and IoTSim 
have not been extensively employed for simulating ITS 
solutions. In contrast, CloudSim has garnered significant 
attention and has been employed in seven distinct 
simulation initiatives that encompass a diverse range of 
ITS scenarios. This finding highlights the preference and 
utilization of CloudSim as the simulator of choice for 
assessing the performance and effectiveness of ITS 
applications. Further exploration and investigation are 
warranted to determine the suitability of SimIoT and 
IoTSim for simulating ITS solutions and to broaden the 
spectrum of available simulators for comprehensive ITS 
research and development. 

CloudSim is a widely recognized simulator that 
provides a comprehensive platform for modeling and 
simulating cloud computing environments. It enables 
researchers and developers to evaluate the behavior of big 
data processing applications, resource allocation 
strategies, and scheduling algorithms in cloud 
environments. 

In [14], [15], [16], various scenarios of vehicular 
networks were simulated from distinct perspectives. In 
[14], researchers proposed a technique to enhance the 
quality of service (QoS) in vehicular ad hoc networks 
(VANETs) through content dissemination. They 
introduced a priority-based approach that disseminates 
content based on its importance, showcasing the 
effectiveness of their design and implementation in 
improving content delivery and reducing latency. 
Through rigorous CloudSim simulations and evaluations, 
the authors substantiated the advantages of their approach 
in enhancing the QoS in VANETs, thereby facilitating 
more efficient and reliable communication among 
vehicles. In their investigation [15], the authors explored 
the application of cloud-fog computing in software-
defined vehicular networks (SDVNs) and presented a 
QoS-aware and fault-tolerant approach to enhance their 
performance and reliability. They provided insights into 
the design and implementation of their proposed 
framework, highlighting its dynamic adaptability to 
changing network conditions and efficient resource 
allocation. By conducting extensive simulations and 
evaluations using CloudSim and iFogSim, the authors 
validated the effectiveness of their approach. The results 
exhibited noteworthy improvements, including a 50% 
reduction in response time for safety and non-safety 
messages by leveraging fog nodes for the SDVN 
controller, a decrease of up to 4% in execution time, and 
a significant reduction in the task failure ratio compared 
to existing models (20%, 15%, 23.3%, and 22.5%). In 
their study [16] , researchers delved into the design of an 
efficient hierarchical architecture for SDVNs. They 
proposed a multi-level architecture that incorporates 
different hierarchical layers to optimize resource 
allocation, improve network performance, and enhance 
scalability. The authors elaborated on the design 
considerations and implementation details of their 
proposed architecture. Through CloudSim simulations, 
they demonstrated the effectiveness of their approach in 
achieving efficient and reliable communication in 
SDVNs. Additionally, they introduced a priority-based 
scheduling algorithm to ensure QoS, prioritizing safety 
and non-safety messages based on factors such as 
deadline, size, and constrained location. The simulation 
results showcased improved performance in terms of 
execution time for safety messages when compared to 
non-safety messages. 
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In [17] , a novel IoT-based traffic violation monitoring 
system was presented by the authors. Their system 
demonstrated precise estimation of vehicle speed, 
passenger count, and seatbelt status across the entire road 
network. By incorporating edge, fog and cloud computing 
technologies, the authors achieved high accuracy in 
detecting traffic violations. Real-life experiments were 
conducted to compare their system with an alternative 
approach that solely employs edge and cloud layers, 
thereby establishing the superiority of their proposed 
method. While the edge and fog components utilized 
physical devices, the cloud layer was simulated in 
CloudSim due to resource limitations. The obtained 
results revealed enhanced accuracy in passenger counting 
(97%), seatbelt detection (99%), and reduced root mean 
square error in speed estimation (1.87), affirming the 
effectiveness of their IoT-based system in enhancing 
vehicular safety. 

In their work [18], the authors proposed an efficient 
resource scheduling strategy to optimize the deployment 
of V2X (Vehicle-to-Everything) microservices in edge 
servers. They addressed the challenge of resource 
allocation in edge computing environments by 
introducing a dynamic resource allocation algorithm that 
took into consideration service requirements and resource 
availability. Through simulations conducted using 
Container-CloudSim, the authors demonstrated the 
effectiveness of their strategy in improving resource 
utilization and reducing service response time. Their 
approach combined a multi-objective model with a 
multiple fitness genetic algorithm (MFGA) to achieve a 
balance between resource utilization, resource utilization 
balancing, and calling distance. The obtained results 
validated the effectiveness of their MFGA-based strategy 
in enhancing resource scheduling for V2X microservices 
in edge servers. 

The paper [19] addressed the challenges associated 
with multimedia content processing in ITS. These systems 
involved smart vehicles equipped with sensing devices 
that offer diverse multimedia applications and services. 
However, the limited computational power and storage 
capacities of standalone onboard computing devices 
hinder the efficient and real-time processing of the 
substantial amount of multimedia data generated by these 
vehicles. To overcome these challenges, the authors 
proposed a dynamic priority-based efficient resource 

allocation and computing architecture for vehicles. In 
their scheme, multimedia tasks were divided into sub-
tasks and assigned to dedicated computing clusters, 
ensuring timely response delivery based on task priorities. 
Furthermore, the scheme incorporated dynamic updates 
of computing resources based on load information. 
Evaluation using the Cloudsim simulator demonstrated 
the superiority of the scheme in terms of quality of 
experience, resource cost, and response time compared to 
baseline static resource allocation approaches. 

In their work, Gilly et al. [20] introduced an end-to-
end simulation environment specifically tailored for 
mobile edge computing (MEC). The authors 
acknowledged the necessity for a comprehensive 
simulation tool to effectively evaluate MEC systems. To 
address this need, they proposed an inclusive simulation 
environment that integrates various components, 
including the mobile network, edge servers, and user 
devices. This environment facilitates the analysis of MEC 
performance, enabling the assessment of diverse 
configurations and scenarios. The authors conducted 
experiments and evaluations to showcase the 
effectiveness of the simulation environment in assessing 
MEC system behavior and optimizing its parameters. 
Additionally, they presented an open-source workflow 
that integrates well-established simulators like SUMO, 
OMNeT++, and CloudSim, providing the means to create 
extensive urban mobile simulation environments. 

In their work [21] , the authors concentrated on the 
design of decentralized control mechanisms for managing 
large-scale self-adaptive systems. They proposed a 
reasoning framework called Decor, which supports multi-
paradigm modeling, provides a modeling environment for 
MAPE-K style decentralized control, and offers a co-
simulation environment for evaluating the quality 
attributes of the system. The authors applied Decor to 
three case studies: an ITS solution, a smart power grid, 
and a cloud computing application. Through these case 
studies, they demonstrated the effectiveness of their 
framework in architecting and evaluating decentralized 
control in different domains. Their work significantly 
contributes to the advancement of self-adaptive systems 
by providing a comprehensive approach for reasoning 
about and evaluating decentralized control mechanisms. 
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2.3. Network simulators 

The escalating interest in networks WSNs (Wireless 
Sensor Networks), V2X, VANET, Vehicle-to-Vehicle 
(V2V), Vehicle-to-Infrastructure (V2I) has precipitated a 
surge in specialized simulation tools. Selecting an 
appropriate simulator for WSNs, given the intricate 
scenarios and myriad protocols it employs, becomes a 
complex, time-intensive task. The peculiar needs of 
WSNs, combined with the plethora of available 
simulators, complicate the selection process. Numerous 
WSNs simulators have been adapted for IoT 
environments such as Cooja, QualNet, CupCarbon, 
OMNeT++, and NS-3, constituting a significant category. 
These tools, often predating the IoT era, were originally 
utilized for basic networking or WSN research but have 
been modified to encompass additional IoT-specific 
components [5]. In the existing body of literature, 
comprehensive surveys and comparative analyses related 
to WSNs, V2X, VANETs, V2V and V2I have been 
documented [22], [23], [24], [25], [26]. However, in 
alignment with the specific scope outlined in this study, 
the focus has been confined to the inclusion of studies and 
simulators that simulate entire ITS scenarios. 

Cooja is a network simulator specifically designed for 
Contiki, an operating system geared towards low power 
IoT devices [2], [3] . It has been included in Contiki since 
version 2.0 and allows for the simulation of both large and 
small networks of Contiki motes, representing different 
kinds of sensor nodes within heterogeneous networks. 
These simulations enable the analysis and control of a 
functioning Contiki system through the Java Native 
Interface. The purpose of these simulations is to enhance 
the understanding and performance of IoT systems. 

Hoque et al. [27] proposed an innovative IoTaaS 
(Internet of Things as a Service) framework for smart 
cities, utilizing drone-based technology. The framework 
addresses the challenges of deploying IoT services by 
introducing a drone-based infrastructure that provides 
connectivity and computational resources to IoT devices. 
Through simulations and evaluations, the authors 
demonstrated the effectiveness of the IoTaaS framework 
in enhancing performance and scalability in smart cities. 
They provided a proof-of-concept implementation using 
RE-Mote IoT devices and the Contiki operating system. 
The framework's dynamic provisioning capabilities and 
economic analysis highlight its potential to reduce setup 

costs and increase the usage of IoT devices. The 
experiments were conducted using the Cooja simulator, 
with the IoTaaS service framework running as a web 
service on a virtual machine hosted in the Amazon Cloud. 

Ferreira et al.[28] presented case studies using the 
Contiki-NG simulator to optimize communication 
strategies for sensors in an IoT-Fog ecosystem. Their 
research explored the potential of fog computing in 
improving sensor performance and efficiency. By 
analyzing parameters like network topology, transmission 
power, and routing protocols, they identified effective 
strategies for sensor communication optimization. The 
findings offer valuable insights for designing efficient 
IoT-Fog systems, advancing IoT technologies. 
Specifically, the study focused on simulating (using 
Contiki-NG) a hybrid sensor network for public transport 
in São Carlos. Through performance tests and Multiple 
Attribute Decision Making (MADM) algorithms, the 
authors recommended the most suitable deployment 
location based on multicriteria decision ranking using 
TOPSIS and VIKOR approaches. This work enables 
optimal decision-making among various options. 

QualNet [2], [3] a network testing and simulation tool 
developed by Scalable Network Technologies, Inc., 
imitates the behavior of physical communication 
networks for planning, testing, and training. Utilizing 
Parallel Discrete Event Simulation (PDES) algorithms, it 
processes large-scale, high-fidelity network simulations 
faster than real-time. QualNet's digital twin technology 
represents the entire network, including protocol layers, 
radios, antennas, and devices, providing a platform for 
performance evaluation and operational issue 
identification. Its ability to model large networks and their 
physical layers is unmatched. 

In their study [29], the authors focus on enhancing 
V2X communication in urban areas through a task 
offloading method. Their dynamic approach takes into 
consideration the behavior of automobiles in urban 
environments, leveraging factors such as vehicle velocity 
and density. This enables the optimization of task 
allocation between the edge cloud and vehicles. To assess 
the effectiveness of their method, simulations were 
conducted using QualNet6.1. The results demonstrated a 
notable improvement in the performance of V2X 
communication systems in urban settings. Specifically, 
the proposed algorithm for edge node selection achieved 
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an average return success of task results that is 
approximately 3% better than existing methods and 15% 
better than random selection. In [30] , author explored the 
scale-free properties of human mobility and their 
applications to ITS. They investigated the movement 
patterns of individuals (using QualNet) in urban 
environments and analyzed the characteristics of their 
mobility, such as the distribution of travel distances and 
the frequency of visits to different locations. By 
uncovering the scale-free nature of human mobility, the 
authors demonstrated how this knowledge can be 
leveraged to develop more efficient and effective ITS 
applications. 

The paper [31] presented a spatiotemporal local-
remote sensor fusion (ST-LRSF) framework for 
cooperative vehicle positioning. The authors proposed a 
method that combined data from local sensors within a 
vehicle with information from remote sensors in other 
vehicles to improve the accuracy and reliability of vehicle 
positioning. By considering both spatial and temporal 
aspects, the ST-LRSF framework effectively fused the 
sensor data to estimate vehicle positions in real-time. The 
performance of the proposed method was evaluated 
through simulations (SUMO, QualNet) and compared 
with existing approaches, demonstrating its superiority in 
terms of accuracy and robustness. In their study, Lee et al. 
[32] presented an integrated approach that combined a 
driving hardware-in-the-loop (HIL) simulator with a 
large-scale VANET simulator to evaluate cooperative 
ECO-driving systems. The authors aimed to assess the 
effectiveness and impact of cooperative ECO-driving 
strategies on fuel consumption and emissions in a realistic 
driving environment. By integrating the HIL simulator 
with the VANET simulator (QualNet), they created a 
comprehensive evaluation platform that considers both 
the vehicle dynamics and the communication aspects of 
cooperative ECO-driving. The results of their evaluation 
provide valuable insights for the development and 
optimization of cooperative ECO-driving systems in real-
world scenarios. 

EdgeCloudSim [2] is a unique simulation 
environment dedicated to edge computing scenarios. It 
enables researchers to conduct experiments that consider 
both computational and networking resources. The tool 
extends the functionalities of CloudSim, a foundational 
simulation framework, to effectively cater to edge 

computing contexts. It offers a modular architecture, 
providing critical features like network modelling for 
WLAN and WAN, device mobility models, and a tunable 
load generator. This open-source tool welcomes 
contributions from the community and is widely used in 
academic research. Recently, enhancements were 
proposed to improve its efficiency, scalability, and 
flexibility, resolving issues related to unnecessary 
complexity in its original design.  

Chawla and Katiyar's study [33] focused on assessing 

smart and intelligent computing systems within VANETs 
for time-critical activities. The researchers explored the 
potential of VANETs in supporting time-sensitive 
applications, evaluating different computing systems' 
performance and effectiveness in enabling timely 
communication and coordination among vehicles. Their 
assessment provided valuable insights into the strengths 
and limitations of various computing systems in meeting 
the requirements of time-critical activities in VANETs. 
The study also presented a framework for evaluating 
cloud and edge technologies, comparing criteria like 
service time, time delay, processing time, and server 
utilization. The results showed a significant reduction in 
latency and server usage time (64%) compared to cloud 
computing, as demonstrated through simulations using 
EdgeCloudSim and CloudSim technologies. 

Kovalenko et al. [34] tackled the challenge of resource 
allocation in V2I networks using edge computing. Their 
proposed scheme optimizes resource allocation to 
enhance the performance and reliability of V2I 
communications, considering the dynamic nature of 
vehicular environments and edge computing availability. 
Through simulations, they demonstrated the effectiveness 
of their approach in achieving efficient resource 
utilization and ensuring reliable connectivity in V2I 
networks. The research also focused on developing a 
robust V2I system that can handle uncertain request 
arrivals by dynamically allocating service requests among 
Base Stations. Simulation results using EdgeCloudSim 
showed that edge federation can significantly improve the 
system's robustness by reducing the overall service miss 
rate by up to 45%. 

In [35], authors presented an RSU (Roadside Unit) 
placement framework for V2I scenarios. The authors 
focused on determining the optimal locations for RSUs to 
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effectively support V2I communication and services. The 
framework considered various factors, such as road 
topology, traffic density, and coverage requirements. By 
using optimization algorithms and considering both 
coverage and connectivity aspects, the proposed 
framework aimed to find the best RSU placement 
strategy. The effectiveness of the framework was 
evaluated through EdgeCloudSim simulations.  

Belcastro et al. [35] proposed an edge-cloud 
continuum architecture to address the challenges of urban 
mobility prediction and planning. They defined three 
application scenarios involving geotagged data from IoT 
objects and applied machine learning algorithms for tasks 
such as next location prediction, location-based 
advertising, and points of interest recommendation. Their 
architecture combined edge devices, edge clouds, and 
central clouds to manage IoT devices and execute 
machine learning algorithms for data analysis. Through 
experiments and simulations using the EdgeCloudSim 
simulator, they evaluated different design choices and 
demonstrated the improved performance of their approach 
in terms of processing time, network delay, task failure, 
and resource utilization. 

BevywiseIoT [2] platform is a comprehensive 
framework for building enterprise-ready IoT applications. 
The platform offers a reliable solution for mission-critical 
applications, capable of collecting, visualizing, 
processing, and analyzing data from IoT devices. It is 
high-performing and scalable, able to handle millions of 
devices and high messaging throughput. BevywiseIoT 
Platform includes components like an MQTT-based 
message broker for secure device communication. It also 
supports the development of solutions like Manufacturing 
Execution System (MES) for Industry 4.0, demonstrating 
its adaptability and real-world application. Its platform is 
deployable on-premises or on cloud instances under a 
user's brand, highlighting its flexibility. 

In their work, Lin et al.[36] proposed a bottom-up tree-
based storage approach for efficient IoT data analytics in 
cloud systems. Their proposed storage structure organizes 
IoT data in a hierarchical tree format, enabling effective 
retrieval and analysis. By leveraging this tree structure, 
data can be stored and retrieved based on specific 
attributes or characteristics, resulting in reduced 
processing time and computational resources. The 
approach aimed to optimize IoT data analytics 

performance in cloud systems, enabling faster and more 
efficient retrieval and analysis. The effectiveness of their 
approach was demonstrated through experiments and 
evaluations, which included using the BevywiseIoT 
simulator for generating sensing data and NS3 for 
measuring transmission latency overhead. 

TOSSIM [2] is a simulation tool for TinyOS 
applications. It compiles directly from TinyOS code and 
can simulate thousands of nodes simultaneously, with 
every mote in a simulation running the same TinyOS 
program. TOSSIM provides runtime configurable 
debugging output and multiple mechanisms for 
interacting with the network. It also offers a user interface 
through TinyViz, which allows users to control the 
simulation, visualize it, inspect debug messages, and 
interact with the network. 

The work by Al-Roubaiey et al. [37] introduced 
EATDDS, an energy-aware middleware designed for 
wireless sensor and actuator networks (WSANs). The 
authors addressed the energy efficiency challenge in 
WSANs by proposing a middleware that optimized the 
energy consumption of sensor nodes while ensuring 
reliable data delivery. EATDDS incorporated energy-
awareness mechanisms, such as adaptive sleep scheduling 
and data aggregation, to prolong the network lifetime and 
reduce energy consumption. Through TOSSIM 
simulations, the authors demonstrated the effectiveness of 
EATDDS in achieving energy efficiency and reliable 
communication in WSANs. In their work, de Farias et al. 
[38] introduced a density-based multisensory data fusion 
approach for multi-application WSNs. Their approach 
addressed the challenge of efficiently integrating data 
from multiple sensors by utilizing a fusion technique 
based on the density of sensor nodes. By considering the 
spatial distribution and density of sensor nodes, the 
proposed approach aimed to enhance the accuracy and 
reliability of data fusion. The authors conducted 
simulations and experiments to evaluate the performance 
of their approach, assessing resource consumption and 
accuracy as key metrics. The results demonstrated the 
effectiveness of the proposed approach in achieving its 
goals of improving data fusion quality and resource 
utilization in multi-application WSNs. 
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3. Open Challenges 

The seamless implementation of the IoT research 
methodology hinges on the advent of state-of-the-art IoT 
research tools, specifically those encompassing 
simulators for proof-of-concept designs and evaluations, 
and experimental testbeds for tangible prototyping [39] 
[40]. Ensuring access to, and judicious selection of the 
optimal research toolkit is an essential precursor for 
successful outcomes in forthcoming IoT research 
initiatives. 

The following discussion underscores key challenges 
affiliated with existing IoT simulators which must be 
rectified in the future. Upon examination of IoT 
simulators and prevailing research trends, it becomes 
evident that there exist numerous contributing factors and 
unresolved research problems [2], [3], [4], [5], [41]. This 
section puts a spotlight on the research gap present in 
current IoT simulators in general and ITS in particular. 

Rapid Obsolescence: As the landscape of technology 
and IoT methodologies continues to evolve at an 
accelerated pace, traditional simulation approaches often 
fall short in mirroring these advancements. This rapid 
pace of progression in the IoT realm inherently results in 
abbreviated product lifecycles, and consequently the swift 
obsolescence of devices is observed. Such rapid turnover 
frequently results in an abundance of "orphaned" devices, 
bereft of vendor support or necessary upgrades. To 
illustrate, simulators such as iFogSim may face 
limitations in integrating updated features to reflect 
emerging advancements in fog computing technologies. 
The capacity of these simulators to aptly replicate modern 
communication protocols may also be deficient, thereby 
prompting rapid obsolescence. 

Low Quality Research Datasets: Many traditional 
simulators, like NS-3 or OMNeT++, lack access to high-
quality, real-world datasets for simulation. The lack of 
such datasets can lead to unrealistic simulation results that 
don't accurately reflect the performance and behavior of 
real IoT systems [4] . 

Duplication of Effort: Simulators, targeted at various 
foci such as full-stack, big data, and networking, 
necessitate researchers and developers to utilize multiple 
tools for comprehensive IoT environment simulation, 
resulting in duplicated effort and time wastage. The 
exceptional heterogeneity of IoT systems, seen in the case 

studies spanning water treatment facilities to ITS, 
underscores an intriguing research landscape, but impedes 
progress due to the absence of a universal design 
framework and standard communication protocols[4]. 
Consequently, efforts are duplicated across academia and 
industry, hampering advancement. 

Deficiency in Uniformity: Certain conventional 
simulators may embody underdeveloped design models, 
insufficiently addressing the intricate, dispersed 
characteristics of IoT systems. For instance, simulators 
such as CloudSim may fail to emulate the intricacy of data 
management in extensive IoT systems due to their 
relatively limited design perspectives [42]. Furthermore, 
the field of IoT simulation suffers from a general absence 
of consensus regarding optimal practices, primarily due to 
the multiplicity of simulators in use. This diversity can 
generate inconsistent results, thus impeding the effective 
juxtaposition of various IoT methodologies [43].  
Moreover, traditional simulators such as Cooja or SimIoT 
may not adhere to a standardized reference architecture. 
This lack of a standard framework can complicate 
accurate modelling of complex IoT systems and pose 
challenges in ensuring compatibility across different 
system components [4]. 

One pertinent issue among the array of features 
available in IoT simulators is that a single simulator may 
not possess the capabilities required to carry out a 
comprehensive investigation of the issues outside its 
support parameters. Given the concurrent access to 
infrastructure, the task of identifying hidden, uncertain 
issues that contribute to suboptimal or unpredictable 
outcomes becomes considerably complex [44]. 
Consequently, a crucial research gap is identified: the 
currently available simulators do not sufficiently support 
granular investigations aimed at identifying the specific 
attributes influencing the performance of IoT devices or 
services [45]. 

Scalability\Interoperability: The Internet of Things- an 
expansive network of highly interconnected devices - 
presents a multidisciplinary domain replete with 
considerable challenges that prove arduous to fully 
ascertain. These challenges become particularly 
prominent during the exploration of scalability and 
interoperability within the context of IoT. Existing 
simulation tools provide substantial support for the 
examination of a myriad of elements including semantic 
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queries, protocols, data transmission, routing, usability, 
privacy, and security across diverse applications or 
services. However, these instruments traditionally fall 
short in addressing scalability complications, which 
become prevalent during the transformation of problems 
associated with any factor from intranet-based systems to 
the internet-wide scope [46].  Both commercially oriented 
and research-focused simulation tools often fail to 
identify and consequently, tackle these scalability issues. 
For instance, conventional simulators like iFogSim or 
CloudSim demonstrate proficiency in replicating specific 
scenarios, but grapple with the scalability required for 
larger, more intricate IoT systems. Such a limitation may 
hamper their capacity to accurately model and predict the 
performance of large-scale IoT systems [41]. 

Interoperability, given the diverse array of devices and 
protocols incorporated within IoT systems, is a vital factor 
to consider. Traditional simulators may not extend 
comprehensive support to this interoperability, thus 
potentially restricting their effectiveness. Take, for 
example, the simulator OMNeT++; it might not 
accurately simulate the interaction between various 
networking protocols. Despite the common understanding 
that achieving repeatability of analysis in IoT is quite a 
challenge, existing simulators frequently fall short in 
addressing the rising heterogeneity of devices and the 
associated information. When assessing any use-cases of 
an IoT system on current simulators, it becomes essential 
to examine multiple application domains such as smart 
cities, vehicular IoT, industrial IoT, and so on. 
Incorporating these elements will significantly enhance 
the concurrency in accessing the infrastructure, reflecting 
the extensive nature of the IoT landscape [46]. 

Mobility: Enhanced device mobility simulations, 
crucial for smart city and transportation applications, 
could significantly improve IoT efficiency. Current tools 
like NS-3, however, lack refined mobility models, 
undermining simulation precision for such scenarios. An 
ITS-centric enhancement is necessary for effective IoT 
simulations. 

Concluding our discussion, we see a broad range of 
open challenges that illuminate the frontier of IoT based 
ITS research. Given the sheer diversity and volume of IoT 
devices, an overarching question remains on the strategies 
that can facilitate the concurrent operation of 
heterogeneous IoT devices. Furthermore, we face the 

issue of achieving granularity in IoT investigation, 
particularly in the context of a dynamic network topology, 
which comprises an immense number of interconnected 
devices [46]. A related question involves the development 
of a cost-effective and versatile simulator that can 
effectively address local issues and thereby facilitate the 
comprehensive examination of this expansive 
technological landscape. 

 

4. Discussion 

The amalgamation of our digital and physical terrains 
is instigating a paradigm shift in the realm of 
transportation. ITS are progressively integrating 
methodologies from the IoT, thereby establishing a 
demand for dependable simulation environments to 
decipher these complex architectures. A plethora of 
traditional simulators, such as iFogSim, CloudSim, 
SimIoT, IoTSim, Cooja, OMNeT++, and NS-3, have been 
employed, each falling under one of three categories: full-
stack, big data, or network simulators. Despite their 
usefulness, a critical question arises: How will these 
simulators perform when combined in a cohesive 
environment, assessing their overall end-to-end 
performances? This presents a formidable challenge, as 
these components originate from distinct fields of 
research. 

Large-scale systems and applications, due to the 
extensive number of devices they rely on, necessitate 
meticulous analysis and testing before their 
implementation in target environments due to their 
inherent complexity. Traditional IoT simulators primarily 
concentrate on assessing and analyzing low-level 
networking aspects, with groups of smart objects arranged 
in particular topologies. The focus isn't on large-scale 
deployments, which may limit their utility in the broader 
IoT landscape. 

In response to these challenges, academic literature has 
made efforts towards offering comprehensive solutions. 
For instance, Kaala, proposed in [47], is a scalable, end-
to-end IoT system simulator designed to engage with a 
variety of real-world IoT cloud services and simulate a 
broad range of IoT devices and events. This approach 
mitigates the isolation of IoT experiments from real-world 
systems, thereby enhancing their accuracy. In another 
work [48], a novel simulator named DingNet was 
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presented, which was designed to facilitate the 
exploration and testing of large-scale IoT systems for 
smart city applications involving mobile devices and 
stationary gateways. This work addressed the limitations 
of existing IoT simulators, emphasizing the importance of 
scalable, adaptable solutions for the rapidly evolving ITS 
landscape. The paper [49], explored an approach that 
integrated Eclipse SUMO traffic simulation with the 
open-source connected vehicle ecosystem Eclipse Kuksa. 
This approach allowed for a realistic testing of the 
scalability and functionality of IoT cloud platform 
architectures for connected vehicles. This overcomes the 
limited availability of real-world vehicle data and test 
environments, which have been traditionally restricted 
due to proprietary constraints. Finally, in the paper [50], a 
Digital Twin-based tool called TaS was introduced, which 
aimed to simulate and test IoT environments. The 
objective here was to refine IoT testing methodologies, 
predict potential errors, and manage the stresses 
associated with hardware, software, and physical world 
aspects. TaS has been tested in an ITS case study, 
showcasing the close links it forms between the digital 
twin and the real world. 

Overall, these developments highlight the rapid 
progression in IoT simulation, striving for more robust, 
accurate, and scalable solutions that can meet the demands 
of the increasingly complex IoT landscape. Alternatively, 
a consolidated platform like the Amazon Web Services 
(AWS) cloud platform is emerging as a potential one-stop 
solution. This essay intends to compare these two 
approaches, advocating for the AWS as an all-inclusive 
IoT simulator for ITS applications [51], [52]. Despite the 
merits of traditional simulation tools, they share a 
common drawback - their narrow focus. Simulating an 
ITS environment holistically would require multiple 
simulators, a process that may introduce inconsistencies 
and complexities. Additionally, the steep learning curve 
associated with mastering these diverse tools could divert 
resources better allocated to improving the ITS 
infrastructure itself. 

 

4.1. AWS ITS simulators 

In contrast, AWS provides an integrated platform 
capable of simulating entire ITS ecosystems. AWS IoT 
services (IoT Device Simulator, Lambda, IoT, storage 

services to name a few), enable users to create and 
simulate hundreds of virtual connected devices, model 
complex ITS infrastructure, analyze intricate data 
streams, and evaluate the scalability and performance of 
IoT applications, all within a single platform. 
Furthermore, it's built on widely used industry standards, 
reducing the learning curve, and ensuring compatibility 
with future developments. 

The proprietary nature of AWS, however, might pose 
the risk of vendor lock-in, a risk diversified by the use of 
multiple traditional simulators. Nevertheless, this risk can 
be mitigated due to AWS's commitment to open-source 
projects and robust support for interoperability. AWS 
provides several unique advantages that make it a 
desirable choice for simulating IoT applications, 
including ITS. 

 

4.2. Integration and interoperability 

AWS offers IoT Device Simulator, an advanced tool 
that provides the capability for users to construct and 
simulate an extensive network of viral connected devices,  

obviating the requirement for the configuration and 
management of physical devices. This represents a 
substantial enhancement over its predecessors, mainly 
due to its removal of the necessity for both physical 
devices and labor-intensive scripting operations. The 
AWS IoT Device Simulator is equipped with an intuitive, 
web-based graphical user interface (GUI), which 
significantly simplifies the process of creating 
simulations. Moreover, the tool is engineered for 
scalability, with support for up to 1,000 concurrent 
simulations. This allows users to generate up to 100 
simulations at any given instance, thereby facilitating the 
execution of large-scale testing scenarios 

Another crucial aspect of the AWS IoT offering is the 
usage of AWS Lambda for device simulation. AWS 
Lambda allows on-demand, serverless compute time, 
making it easy to simulate a fleet of IoT devices without 
the need for additional infrastructure. The flexibility of 
AWS Lambda allows users to specify the number of 
devices to simulate, the simulation duration, publish 
frequency, message topic, and data set each time they run 
a simulation. 
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Figure 2. AWS provided pre-built simulation framework to simulate vehicle telemetry data. 

 

AWS's interconnected services like AWS IoT Core, 
AWS IoT Device Management, and AWS IoT Analytics 
provide a seamless ecosystem for IoT simulation and 
implementation. This interoperability eliminates the need 
for multiple, potentially incompatible platforms, 
streamlining development and testing processes. This 
point can be illustrated from a AWS provided vehicle 
telemetry data simulation framework provided in Figure 2 
[53]. 

 

4.3. Scalability and elasticity 

AWS's infrastructure can handle IoT applications at 
scale. As ITS applications expand, AWS effortlessly 
scales to meet the growing needs. This flexibility enables 
realistic stress testing of ITS applications in a range of 
simulated scenarios. 

 

4.4. Advanced analytics: 

AWS provides a holistic solution for big data analytics 
with its IoT Analytics service, supporting the collection, 
processing, and analysis of large volumes of data 
generated from simulated IoT devices. These capabilities 
are indispensable for refining and enhancing ITS 
applications. 

AWS IoT Analytics is a fully managed service, 
purpose-built to manage the complexities of IoT data on a 
petabyte-scale, enabling the handling of substantial 
volumes of IoT data, processing of messages, and data 
storage. It comes equipped with pre-built models for 
common IoT use cases, which simplifies the data analysis 
process. The service also integrates seamlessly with 
Amazon QuickSight for data visualization, and with 
hosted Jupyter notebooks for building, training, and 
performing machine learning inference. AWS IoT 
Analytics can filter, transform, enrich, and store device 
data in a time-series format to facilitate fast retrieval and 
analysis. Furthermore, AWS IoT Analytics can deal with 
less structured data, like temperature, motion, or sound 
data, that might have significant gaps, corrupted 
messages, or false readings, and require cleaning before 
analysis. 

In addition to IoT Analytics, AWS provides a range of 
data analytics tools and services, including S3, Kinesis, 
Glue, Athena, Redshift and Redshift Spectrum, that can 
be leveraged for data analytics. 

 

4.5. Security 

AWS ensures robust security for simulated IoT 
environments, protecting against potential threats. AWS's 
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security features include encryption in transit with TLS, 
automated configuration and security checks with AWS 
IoT Device Defender, and managed authentication and 
authorization with AWS IoT Core. 

 

4.6. Global presence 

AWS's extensive network of regions and availability 
zones allows for simulating ITS applications under 
different geographic and network conditions, increasing 
the accuracy of your simulation scenarios. This global 
infrastructure ensures a diverse and realistic testing 
environment for a more robust evaluation of deployed ITS 
solutions.  

 

4.7. Cost-effectiveness: 

AWS's pay-as-you-go pricing model ensures you only 
pay for the resources you consume, allowing for greater 
cost control and flexibility. This cost-effective approach 
enables organizations to optimize their expenses based on 
actual usage, avoiding upfront investments in excess 
capacity. Additionally, AWS provides various cost 
management tools and recommendations to further assist 
in maximizing the efficiency of your cloud infrastructure 
spending. 

 

5. Conclusion 

In light of the conducted research focusing on the 
intricate realm of the IoT within the framework of ITS, 
this study has critically evaluated the existing IoT 
simulators' proficiency and constraints within this specific 
domain. Our comprehensive investigation has unveiled a 
substantial discrepancy between the existing simulation 
tools and the prerequisites needed for holistic validation 
and rigorous testing of such systems. This discrepancy, if 
overlooked, can induce significant inaccuracies. 

The examination of the implementation of ITS 
underscored the necessity for meticulous analysis, 
bringing to light that both commercially available and 
research-focused simulators currently do not meet the 
exacting standards for simulating real-world ITS 
applications with complete accuracy and unerring 
reliability. Despite substantial progress in recent years, 

the conclusion drawn from our research underscores the 
indeterminate effectiveness of existing IoT simulators in 
the practical implementation of ITS. The resultant data 
unequivocally advocates for advancement in simulation 
tools capable of delivering high-fidelity representations of 
intricate ITS ecosystems. This claim is further 
substantiated by our in-depth exploration of diverse ITS 
scenarios simulated within these frameworks, which 
unveiled considerable challenges in executing ITS 
infrastructure. 

Simultaneously, our research highlighted the potential 
of public cloud platforms, such as AWS, in provisioning 
IoT simulation capabilities. By specifically scrutinizing 
AWS IoT simulation, our study shed illuminating insights 
into the capacity of such platforms in ameliorating the 
encountered challenges intrinsic to ITS. 

In summary, the importance of refining the reliability 
and precision of IoT simulators within the context of ITS 
has been underscored by this research. Our findings 
should act as a catalyst for future explorations, 
spearheading the continuous refinement of tools and 
methodologies, with the ultimate aspiration of 
augmenting human existence through the safe and 
efficient implementation of ITS. Thus, the current 
research contributes meaningfully to both the field of 
study and broader societal implications. 
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