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Abstract 

The knowledge that is acquired through a learning process has ethical concerns when shared, as there can be 
restrictions on the parties who can use the piece of knowledge, redistribution approaches protecting the creator's rights, 
privacy, and confidentiality concerns, accuracy and trustworthiness, openness and transparency, and informed consent. 
Blockchain structure encompasses a series of coupled blocks that are intrinsically linked with the conservation of 
authenticity, ensuring irrefutability, and the semi-anonymity of transactions. As pioneers in reviewing BC-based ethical 
Knowledge Sharing (KS), we categorize the model into 4 classes and critically evaluate the literature relative to 
knowledge-associated features, ethical knowledge-sharing aspects, BC-associated features, and network features. We 
heaped a commencing sample of 69 document references by selecting the literature for eligibility conditions pursued 
from intellectual resource search platforms, leveraging a profound and overly extended-period technique. We investigate 
and emphasize that, owing to innate security properties, blockchain can facilitate ethical KS in numerous ways, such as 
leveraging a dedicated consensus approach for ethical KS (Class 1), leveraging blockchain itself for knowledge storage 
and sharing due to its mutation-proof, non-tamperable, fault tolerance features (Class 2), ensuring the confidentiality of 
knowledge by leveraging additional encryption techniques on blockchain (Class 3), and leveraging smart contracts for 
attribute-based searching, knowledge fusion, access control, reward-driven KS, etc. (Class 4). Critical evaluation unveils 
that from BC-based ethical KS frameworks, 50% utilize smart contracts with blockchain for knowledge-based activities, 
90% leverage progressive BC architecture, 6.7% leverage proof-of-knowledge consensus, 93.4% share propositional 
knowledge, and 70% share explicit knowledge. Moreover, accuracy, openness and transparency, privacy, 
trustworthiness, truthfulness, and confidentiality have been the dominant factors in ethical KS principles of interest. 
Finally, we examine the openings and hurdles of the model of blockchain-based ethical KS, then propose actions to 
diminish them, and afterward present future directions, implications, and limitations for the concept. 
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1. Introduction 

Knowledge is acquired through a learning process 
leveraging data or information and can be directly 
leveraged in decision-making processes [1]. Knowledge 
can be classified based on formalization as explicit 
(transferrable), systematic (structured logical), relational 
(deep understanding of connections), and tacit 
(experience) and based on the nature of data as 
propositional (generated using raw data), procedural 

(steps for performing an action), and personal 
(individual's emotions, experience, etc.) [2]. A cognitive 
network necessarily contains a knowledge plane to 
generate, store, combine, and disseminate knowledge. 
The knowledge generation sub-plane contains a 
knowledge generation model typically implemented using 
artificial intelligence, whereas, in the knowledge 
combination step, knowledge is analyzed and combined, 
utilizing an ontology editor to create combined 
knowledge or rules that can be directly leveraged by other 
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planes for decisions [3]. The knowledge storage and 
dissemination sub-plane efficiently manages knowledge 
by storing and disseminating generated knowledge, 
composed knowledge, rules, etc. using a knowledge base 
and with the aid of knowledge query and modification 
languages such as SPARQL, GraphQL, RuleML, etc. [4]. 

Even though knowledge can be exchanged by 
querying knowledge or rules using an appropriate 
language, there exists a set of ethical principles that must 
be adhered to when exchanging knowledge, known as 
principles of ethical knowledge sharing, as the body of 
knowledge may have restrictions related to parties who 
can use the piece of knowledge, the approaches it can be 
redistributed, protection of the creator's rights, and so 
forth [5]. Intellectual property protection attempts to 
protect the intellectual rights of creators, such as 
copyrights, trademarks, etc., where plagiarism should be 
avoided and original sources must be cited [6]. Secondly, 
it states that the shared knowledge should be accurate, 
reliable, and untampered by third parties, informed 
consent should be retrieved from and attribution must be 
given to the creators before sharing [7]. Thirdly, ethical 
knowledge sharing dictates that the privacy and 
confidentiality of sensitive knowledge must be protected 
where applicable, such that sensitive knowledge is not 
disseminated into the hands of third parties [8]. Finally, it 
states that when knowledge is shared ethically, it should 
be transparent and open by stating any biases, 
uncertainties, assumptions, etc. [9]. 

A blockchain compulsorily encompasses a series of 
blocks coupled in a progressive or non-progressive 
fashion, structured around the plan of the decentralized 
ledger mechanism [10]. Uniquely, transactions/blocks are 
linked together according to a prescribed 
block/transaction saving the hash value of multiple 
ancestral transactions/blocks rendering them unalterable 
[11]. Moreover, they execute a unanimous agreement 
sequence, for example, a proof-based unanimous 
agreement or a vote-based unanimous agreement for 
confirming the blocks with fellow associates before 
merging a transaction/block into the decentralized ledger 
mechanism [12]. Specifically, they adopt hash operations 
to ensure authenticity and electronic verification to ensure 
transaction irrefutability [13]. Moreover, they can 
integrate durable cryptographic approaches, for example, 

cryptographic privacy proofs and quantum attack-resilient 
cryptography for defending against quantum threats [14], 
augmenting the aspect of secrecy conservation in the 
blockchain. However, genuine blockchain, by its nature, 
that sidesteps cryptographic approaches, for example, 
public-private key encryption for ensuring secrecy 
conservation, falls short of perfection for secrecy 
conservation since blockchain processes/transactions are 
semi-anonymous, representing that 
processes/transactions are recognized by a hidden 
cryptographic address in place of the correct addresses of 
peers [15]. Further, the extent of secrecy protection is 
customizable in light of the decentralized ledger 
categories: permissioned, semi-permissioned, and 
permissionless. Permissionless blockchain is the vintage 
peer-based blockchain, whereas permissioned and semi-
permissioned blockchains own a precise extent of 
concentrated control, yielding increased confidentiality 
and data privilege control than permissionless [16]. 

Blockchain can facilitate ethical knowledge sharing in 
intelligent networks in numerous ways due to its nature of 
authenticity, irrefutability, semi-anonymity, loyalty, etc. 
First, Smart Contracts (SCs) have been leveraged for 
securing privacy and confidentiality by attribute-based 
searching [17], knowledge fusion [18], secure storage and 
access control [19], and ensuring openness and 
transparency by creating a marketplace and reward-driven 
knowledge sharing such as Jigsaw [20]. Secondly, we find 
that blockchain can ensure privacy and confidentiality by 
leveraging robust encryption techniques in blockchain to 
protect the sensitivity and intellectual properties of shared 
knowledge [21]. Thirdly, blockchain itself, which does 
not leverage SCs or a dedicated consensus approach for 
knowledge sharing and storage, can safeguard privacy to 
some degree due to pseudo-anonymity, and can protect 
accuracy and truthfulness due to its immutable and 
tamper-proof nature, and non-repudiation can help in 
protecting intellectual property and attribution [22]. 
Finally, blockchain consensus has been leveraged for 
ethical knowledge sharing, where Practical Byzantine 
Fault Tolerance (PBFT) has been recommended for 
ensuring trustworthiness and accuracy [23], and delegated 
proof-of-stake [17], proof-of-popularity [24] consensus 
for ensuring openness and transparency of knowledge 
sharing.  
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Figure 1. Heading structure of overview on ethical knowledge sharing leveraging blockchain. 

 

We are proud to state that as preparing this work, we 
are the pioneers in assessing on ethical knowledge-
sharing leveraging blockchain. There exist no similar 
reviews on ethical knowledge sharing leveraging 
blockchain at the time of composing this work. Thus, this 
overview will clear the ground for identifying disparities 
and emerging patterns in ethical knowledge sharing in 
intelligent networks related to blockchain and ethical 
knowledge-sharing principles to identify hurdles and 
propose actions to overcome them. 

Figure 1 portrays the heading structure of this 
overview on ethical knowledge sharing leveraging 
blockchain. Our contributions to present literature: 

 We grouped and briefly detailed a sketch of the 
concept of knowledge (Section 3). 

 The knowledge plane architecture of a cognitive 
network is briefly detailed (Section 4). 

 Ethical knowledge-sharing principles are briefly 
stated (Section 5). 

 Ethical knowledge-sharing approaches are 
overviewed (Section 6). 

 A sketch of the blockchain mechanism is disclosed 
(Section 7). 

 Dissect on ethical knowledge-sharing leveraging 
blockchain (Section 8). 

 Critically evaluate the dissected blockchain-based 
ethical knowledge-sharing frameworks (Section 9). 

 Openings and hurdles of blockchain-based ethical 
knowledge-sharing are addressed (Section 10). 

 Proposing actions, subsequent directions, 
implications, and limitations for ethical knowledge-
sharing leveraging blockchain are disclosed (Section 
11). 
 

2. Methodology 

This investigation dissects the existing explorations on 
ethical knowledge sharing leveraging blockchain that 
have existed in the public domain in past, utilizing a 
profound and overly extended-period technique [25]. 
Moreover, it inspects multiple dimensions of knowledge, 
knowledge-based cognitive networking, ethical 
knowledge sharing, and the decentralized ledger system. 
Consequently, all trailblazing academic papers and online 
pages released as publications on knowledge, knowledge-
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based cognitive networks, blockchain, ethical knowledge 
sharing, and blockchain-based ethical knowledge sharing 
in cognitive networks occupy the entire sampling universe 
within this research. However, the entire sampling 
universe of the references is beyond scrutiny in a review. 
Consequently, utilizing fitting search descriptors and 
eligibility conditions, we accumulated 71 references from 
trailblazing academic papers and online pages. 

We pursued IEEE Xplore technological data 
repository, Google Scholar intellectual resource search 
platform, ACM online library, ScienceDirect science data 
repository, Wiley online library, and MDPI document 
search tool. The search descriptors we consistently 
leveraged were "Knowledge" OR "Blockchain" OR 
"Cognitive network" OR "Ethical knowledge sharing" OR 
"Blockchain-based ethical knowledge sharing in 
cognitive networks" OR "Blockchain and trading market 
based knowledge sharing in cognitive networks" OR 
"Blockchain and machine learning based knowledge 
sharing in cognitive networks" OR "Blockchain and 
algorithm based knowledge sharing in cognitive 
networks" OR "Blockchain-based reward driven 
knowledge sharing in cognitive networks" OR 
"blockchain and reputation based knowledge sharing in 
cognitive networks". 

A range of benchmarks for selecting the articles 
constructed the eligibility conditions. The first eligibility 
condition specifies that the referred document enforces 
English wording, and the second eligibility condition 
specifies that it needs to be immensely related to the 
search descriptor. Thirdly, for the purpose of expanding 
the accuracy of conducted investigation, journal 
documents were ranked as top concern relative to 
convention documents and pre-publication drafts. 
Conversely, we didn't support scholarly writings of a 
certain article press within the eligibility conditions; in 
contrast, we looked upon all article presses fairly. The last 
eligibility condition declares that a certain referred 
document calls for disclosure during the interlude of years 
commencing in 1980. 

The commencing sample was trimmed to 69 document 
references, as subsequently it was encountered that 2 
document references were replicas. Moreover, we 
excerpted interpretations and explanations associated 
with the numerous subject areas suggested in this 
investigation using 10 documents. Based on reviewer 

comments, we later added 6 knowledge sharing 
blockchain applications to the sample. To correlate this 
investigation with earlier investigations, we finally 
reviewed several extra investigation articles; however, 
they were not included in the set of written material, as 
not any of them were evaluated perfectly on blockchain-
based ethical knowledge sharing, obtaining the 
comprehensive count of document references to 85.  

To appraise up-to date ethical knowledge-sharing 
leveraging blockchain in light of a range of benchmarks, 
for example, blockchain characteristics, ethical 
knowledge sharing characteristics, network elements, and 
achievement, we utilized the table arranged data for the 
investigation’s interpretive analysis. Moreover, we 
developed graphical presentations utilizing the Excel 
spreadsheets to evenhandedly evaluate investigation data 
tied to ethical knowledge sharing-based and blockchain-
based benchmarks. Ethics hold significance since this 
investigation concerns ethical knowledge-sharing in 
networking. However, ethical approval is unnecessary, as 
this does not involve human subjects and confidential 
information, but involves a qualitative analysis of existing 
literature. 

 

3. A Sketch of the Concept of Knowledge 

3.1. Data and knowledge 

The state of perception acquired through learning and 
critical evaluation of data or information is defined as 
knowledge [26]. Data are the raw facts or figures that are 
a primary factor that is unprocessed and contributes to 
knowledge generation. Knowledge can be directly 
leveraged for decision making, whereas data cannot be 
leveraged for decision making. Consider an intrusion 
detection example in networking. In this example, traffic 
statistics are the raw data, and the intrusion classification 
output of the machine learning classifier is the knowledge. 
 

3.2. Knowledge classification based on 
formalization 

There are four main classifications of knowledge 
based on formalization as explicit knowledge, systematic 
knowledge, relational knowledge, and tacit knowledge.  
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3.2.1. Explicit knowledge 

Explicit knowledge is a moderately formalized and 
transferrable type of knowledge that can appear in the 
form of words, numbers, and other structured formats 
such as knowledge graphs that can be readily shared. In 
the cognitive network domain also, explicit knowledge is 
generated directly from raw data for further systematic 
and relational knowledge composition or sharing. 
Moreover, even though it is hard, tacit knowledge can be 
converted to explicit knowledge using conceptual 
modeling by understanding and reasoning using 
knowledge represented visually and not using algebraic 
methods [27]. 
 

3.2.2. Systematic knowledge 

Systematic knowledge represents the most organized 
and structured knowledge that represents knowledge in a 
logical and interrelated approach. Thus, knowledge 
composed in cognitive networks represent systematic 
knowledge such as those represented using a web 
ontology language with hierarchies and classes among the 
domains. In [26], collective intelligence has been 
leveraged by analyzing design processes and technical 
features are leveraged to capture systematic knowledge 
and that knowledge is fused and semantic elements are 
reconfigured to produce new systematic knowledge. 
 

3.2.3. Relational knowledge 

Relational knowledge depicts a deep understanding of 
connections and dependencies on how different elements 
interact with one another, which has a deeper 
understanding of cause and effect relationships and 
correlations. The rules composed by the knowledge 
composition plane represent relational knowledge [28]. 
Nonetheless, relational knowledge is less formalized and 
less shareable than both explicit and systematic 
knowledge. Typically, hyper-relational knowledge graphs 
are leveraged to store and represent relational knowledge. 
STARE is such a hyper-relational knowledge graph with 
centralization and scaling to avoid over-smoothing and 
relational-entity pairs to improve message passing [29].  

 

3.2.4. Tacit knowledge 

Tacit knowledge is an experiential knowledge that is 
arduous to share explicitly and has the least formality, 

such as the skills that people acquire by experience. This 
type of knowledge is used for designing and 
implementing centralized policies in communication 
networks using network administrators. However, tacit 
knowledge is not typically and explicitly generated nor 
shared in cognitive networks [30].  

 

3.3. Knowledge classification based on the nature 
of the data 

There are mainly three types of knowledge based on 
the nature of the data as propositional knowledge, 
procedural knowledge, and personal knowledge.  

 

3.3.1. Propositional knowledge 

Propositional knowledge represents knowledge 
generated using raw facts and figures, or propositions that 
can be expressed in a knowledge representation model. 
The class of knowledge that is typically exchanged in 
cognitive networks is propositional knowledge [31]. A 
local semantic trace has been pointed out as a 
propositional unit that can be rebuilt using written text that 
can be leveraged to analyze unstructured texts to extract 
propositional knowledge [32]. 

 

3.3.2. Procedural knowledge 

Procedural knowledge involves knowledge of 
performing procedures or steps for performing a certain 
action. An example of procedural knowledge in the 
context of cognitive networks is the knowledge that a 
system has on the steps of routing optimization. Thus, in 
cognitive networks, procedural knowledge can be 
generated and shared in the form of guidelines, 
algorithms, tutorials, etc. For example, in internet of 
things networks, procedural knowledge reasoning and 
data analysis have been leveraged in a programming 
language agnostic manner to improve network 
productivity [33]. 

 

3.3.3. Personal knowledge 

Personal knowledge is deeply associated with an 
individual's experience, emotions, and perspectives. This 
knowledge is subjective and can differ from one 
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individual to another. This knowledge can be leveraged in 
implementing a network's high-level policies and designs, 
and it is also not typically shared, unlike procedural 
knowledge. Moreover, personal knowledge can exist on 
social media, and there should be robust techniques for 
personal knowledge management on those platforms [34]. 

 

3.4. Knowledge theories 

There are mainly three theories of knowledge: 
empiricism, rationalism, and constructivism [35]. 

Empiricists believe that knowledge is acquired through 
sensory observations and experiences from the external 
world. Rationalists argue that knowledge is acquired 
through reasoning and logic rather than by sensory 
experience. On the other hand, constructivists believe that 
systems construct their own understanding of the world 
that is actively constructed using the learner's prior 
experiences, interactions with environments, etc. Table 1 
portrays a sketch of the present literature on the concept 
of knowledge.  

 

Table 1. A sketch of present literature on the concept of knowledge. 

Knowledge 
classification base 

Specific 
classification  

Process  Performance 

Based on 
formalization 

Explicit 
Conceptual modeling by representing knowledge 
visually [27] 

Efficient application for tacit to explicit 
conversion 

Systematic  
Capturing, fusing systematic knowledge by 
collective intelligence [26] 

Feasible solution, Effective preliminary 
automatic fusion 

Relational  Hyper-relational knowledge graph (STARE) [29] 
Improved message passing, avoid over-
smoothing 

Tacit  Discuss on shareability of tacit knowledge [30] 
Not all ICT tools facilitate sharing tacit 
knowledge 

Based on data nature 

Propositional  
Local semantic trace to extract propositional 
knowledge [32] 

Feasible for the 3 levels of expertise 

Procedural  
Procedural knowledge reasoning and data 
analysis [33] 

Increased productivity and low 
development time 

Personal  
Personal knowledge management in social 
networks [34] 

Knowledge management evaluated with 
manager's experience 

 

 

Figure 2. Architectural design of the knowledge plane in a cognitive network. 
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4. Knowledge Plane Architecture of a 
Cognitive Network 

A cognitive/intelligent/knowledge-defined network 
necessarily contains a knowledge plane in its architecture 
that is in charge of generating, composing, storing, and 
disseminating knowledge [36]. Figure 2 portrays the 
architectural design of the knowledge plane in a cognitive 
network. 

The knowledge plane will aid network administrators 
in dynamically making management and control 
decisions. As portrayed in Figure 2, this logical layer 
consists of 3 sub-planes: knowledge generation, 
knowledge combination, and knowledge management and 
dissemination, which are discussed in the following 
subsections. Note that, as depicted in Figure 2, raw data 
and control flow into the knowledge generation plane 
from the knowledge dissemination plane, while generated 
knowledge flows in the opposite direction. Moreover, as 
highlighted in Figure 2, intents flow from the network to 
the knowledge composition plane, and composed 
knowledge flows from the knowledge composition plane 
into the knowledge distribution and management plane. 

 

4.1. Knowledge generation 

This layer produces knowledge using raw data by 
using a knowledge generation model, which is typically 
an artificial intelligence model such as machine learning, 
fuzzy logic, etc. However, heuristic models such as meta-
heuristics, mathematical models, data fusion, etc. can also 
be leveraged as a knowledge generation model [39]. The 
input size of the knowledge generated model is typically 
large, while the output size is generally a single piece of 
knowledge, thus, knowledge generation effectively 
reduces the quantity of data and simplifies network 
administration [37]. 

Knowledge modeling language resource description 
framework can be leveraged to represent the generated 
knowledge, which is a language representing knowledge 
as a triplet of object, predicate, and subject. The predicate 
represents the connection among the object and subject, 
while they are represented using uniform resource 
identifiers. However, textual knowledge representation 
using the meta-graph model has been shown to address 
the limitations of the resource description format [38]. 

 

4.2. Knowledge combination 

The knowledge combination step involves further 
analysis of the produced knowledge from knowledge 
generation models, to infer modified knowledge [39]. An 
element known as an ontology editor is leveraged to 
combine already prevailing knowledge with newly 
produced knowledge using an ontology language such as 
Web Ontology Language (OWL) identifying hierarchies 
and classes within the knowledge domains. WebProtege 
is such a cloud-based ontology editor to develop 
ontologies using OWL [40]. The knowledge combination 
plane involves further rule generation by orchestrating 
application intents with composed knowledge by using a 
rule generator [3]. For example, the user intent can be an 
energy threshold of the network, and composed 
knowledge can be the energy utilization of devices. In this 
instance, a rule can be generated to reduce the energy 
consumption of nodes if the energy utilization of devices 
is greater than the threshold. A rule generator is typically 
implemented as a heuristic model using a programming 
language. The produced rules can be depicted using a rule 
language such as semantic web rule language, rule 
interchange format, etc. [41]. 
 

4.3. Knowledge management and dissemination 

Knowledge management and dissemination plane 
mainly involves in management (storing, exchanging) of 
knowledge and rules inside the network. There is a 
knowledge base inside this layer that essentially consists 
of produced knowledge, composed (fused) knowledge, 
rules, data collected from data planes, and control 
messages received from the control plane [42]. Generated 
knowledge in the knowledge base can be shared with the 
knowledge combination sub-plane, while composed 
knowledge and rules are disseminated to other planes such 
as the application, control, and management planes in 
cognitive networks [1]. For the purpose of understanding 
knowledge/rules, there should be a rule engine such as 
Drools, Bossam, etc. to make inferences and take network 
decisions [43]. Knowledge/rules can be disseminated to 
other planes and modified by using a knowledge query 
and modification language such as SPARQL, GraphQL, 
etc. [4]. However, security is an important factor in 
knowledge sharing. Section 6 will introduce secure 
approaches to knowledge sharing. Table 2 portrays a 
sketch of present literature on knowledge plane 
architecture. 
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Table 2. A sketch of present literature on knowledge plane architecture. 

Knowledge 
sub-plane 

Function Implementation Performance 

Knowledge 
generation 

Heuristic model  Mathematical model as a knowledge generation model [39] 
Make fairly accurate predictions based 
on historical data 

Artificial 
intelligence  

AI to generate knowledge reducing data volume [37] 
Knowledge generation impacts on 
rational decision making 

Knowledge 
modeling  

Meta-graph model [38]  
More effective than resource 
description format 

Knowledge 
combination 

Ontology editor  Develop ontologies using OWL [40] Hosts 68000 ontology projects 

Rule generator  Orchestrating app intents with composed knowledge [3] 99% detection rate by rule generation 

Rule language  Discusses on semantic-web rule languages [41] 
Low performance by uncertainties, 
incomplete knowledge 

Knowledge 
dissemination 

Knowledge base Deploying a knowledge base to store knowledge [42] 
KB stores ML generated knowledge 
efficiently 

Knowledge 
sharing  

Knowledge sharing with other planes from base [1] 
Different knowledge characteristic in 
bases 

Rule engine  Make inferences and decisions (Drools) [43] 
Query capable, feasible temporal 
reasoning 

Knowledge 
querying 

Knowledge querying, modification languages (GraphQL) [4] Effective knowledge querying 

5. Ethical Knowledge Sharing Principles 

In ethical knowledge sharing, knowledge is shared in 
a transparent and honest manner, protecting the integrity 
of the knowledge. It is achieved by adhering to ethical 
guidelines to ensure that knowledge sharing is fair, 
respectful, and beneficial to all subjects involved in 
sharing knowledge. It has a set of principles such as 
intellectual property protection, accuracy and 
truthfulness, informed consent and attribution, privacy 
and confidentiality, openness and transparency that are 
briefly explained in the beneath subsections and 
figuratively portrayed in Figure 3.  

 

 
Figure 3. Ethical knowledge sharing principles. 

5.1. Intellectual property protection 

This principle emphasizes the protection of intellectual 
properties such as copyright, patents, trademarks, etc. It 
also specifies that plagiarism (direct unauthorized 
copying or use of others’ work) should be avoided, 
original sources must be cited, and permissions must be 
obtained in cases of copyrighted content, as graphically 
illustrated in Figure 3. Work in [6] emphasizes the 
requirement of intellectual property protection in sharing 
information, identifies a relationship among them, and 
proposes a warning system to adapt intellectual property 
rights to knowledge sharing. 
 

5.2. Accuracy, trustworthiness, and truthfulness 

The knowledge shared should be accurate, reliable, 
and untampered by third parties. An ethical knowledge 
sharing system should not disseminate false knowledge, 
misinterpreted knowledge, or distorted knowledge that 
may mislead a decision-making system to make incorrect 
decisions. Knowledge must be checked for integrity and 
tampering before making decisions. In accurate and 
truthful knowledge sharing networks, the trust parameter 
is high [44].  

 

5.3. Informed consent 

When knowledge is shared, relevant parties must be 
informed that knowledge will be shared, and the 
consequences and purpose of sharing must also be 
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communicated to them, as graphically illustrated in Figure 
3. Research in [7] investigates, by examining incidents 
through the PAPA framework, that informed consent is 
highly required for dissemination of knowledge ethically, 
especially in social networks. 

 

5.4. Attribution 

Appropriate credit should be given to the knowledge 
creators by acknowledging the originators when using 
knowledge created by another party. Attribution will help 
in propagating knowledge among multiple parties as 
original contributors are credited for their work by citing 
the source of shared knowledge or sources leveraged to 
create the knowledge, as graphically illustrated in Figure 
3. Attribution has been shown as a reason for 
reciprocation during knowledge-sharing, and it has got 
elevated when knowledge sharers held prosocial values 
[45]. 

 

5.5. Privacy and confidentiality 

Sensitive knowledge must be protected and handled 
with care, with the aim of preventing the disclosure of 
such sensitive knowledge in to the hands of third parties 
[46]. Robust knowledge protection mechanisms should be 
implemented to prevent the disclosure of sensitive 
knowledge.  

Privacy can be ensured by anonymizing the knowledge 
or removing identifying information. In the machine 
learning domain, federated learning has been shown as a 

privacy preserving knowledge-sharing approach that only 
transfers model parameters in place of raw data to defend 
privacy [8]. 

 

5.6. Openness and transparency 

Being transparent and open to the shared knowledge 
specifies that the knowledge's biases, uncertainties, 
assumptions, etc. must also be communicated with the 
knowledge for decision making systems to be accountable 
for their decisions, as graphically illustrated in Figure 3. 
Research in [9] highlights the requirement of being open 
and transparent when sharing one's own knowledge 
without jeopardizing themselves. 

Table 3 portrays a sketch of the present literature on 
ethical knowledge sharing principles. 

 

6. Ethical Knowledge Sharing Approaches 

6.1. Trading market-based approach 

In trading market-based approach for ethical 
knowledge sharing, users buy and sell knowledge that 
involves incentivizing knowledge. However, there should 
be a justifiable pricing scheme to prevent crucial 
knowledge from being inaccessible due to high prices. 
Research in [47] examines the tradability of knowledge 
that flows among organizational frameworks consisting of 
different types of knowledge networks such as knowledge 
markets, supplies, chains, and communities. 

 

Table 3. A sketch of present literature on ethical knowledge sharing principles. 

Ethical principle Process Performance 

Intellectual property 
protection 

Warning system to protect Intellectual property [6] Effective balance mechanism 

Accuracy and 
truthfulness 

Checking knowledge for integrity and tampering 
[44]  

Builds and promotes network trust 

Informed consent 
Uses PAPA framework to analyze incidents in 
social networks [7]  

Highlights requirement of informed consent 

Attribution 
Attribution as a reason for reciprocation during 
knowledge sharing [45] 

Member reciprocated knowledge because of attribution 

Privacy and 
confidentiality 

Federated learning [8] Preserves privacy during ML model training 

Openness and 
transparency 

Shows requirement for openness in knowledge 
sharing [9] 

Openness to secure opacity for participants while also 
being transparent  
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6.2. Machine learning aided knowledge sharing 

Machine learning can be leveraged to select and 
recommend which knowledge should be retrieved by 
analyzing the existing knowledge to make the knowledge 
retrieval process efficient and transparent. However, with 
the aim of preventing possible biases in machine learning 
decision making, regular auditing for possible biasing 
should be carried out. Transfer learning together with 
small singular value suppression have been jointly 
leveraged to realize selective knowledge transfer for 
recognizing modulation signals transparently in a 
communication network [48]. Moreover, federated 
learning has been recommended as a privacy preserving 
machine learning approach where machine learning 
models are trained in a distributed manner without sharing 
private data while sharing knowledge on machine 
learning model parameters only [49]. 

 

6.3. Reward-driven knowledge sharing 

Reward-driven knowledge sharing involves providing 
incentives/rewards for individuals or organizations for 
sharing knowledge, such as monetary rewards, 
recognition, etc. [50]. However, there should be 
mechanisms to ensure that rewards do not compromise the 
accuracy of the knowledge shared. Research has proven 
that rewards encourage knowledge sharing entities to 
share knowledge in an ethical manner [51]. 

 

6.4. Algorithm aided knowledge sharing 

An algorithm aided knowledge sharing approach can 
utilize an algorithm for making keyword searches for 
knowledge retrieval, making knowledge sharing more 
efficient, ensuring fairness in knowledge sharing, 

matching users with relevant content, etc. Algorithms 
must prioritize the accuracy and credibility of knowledge 
to ensure ethical knowledge sharing. For example, 
CredibleExpertRank is an algorithm to identify credible 
experts on knowledge sharing sites using a score 
calculated based on activity and credibility by analyzing 
user interactions [52]. 

 

6.5. Reputation-based knowledge sharing 

In reputation-based knowledge sharing, the knowledge 
contributors are provided with a reputation for providing 
accurate and quality knowledge that is not falsified or 
tampered with [53]. This approach encourages the 
contributors to ethically share the knowledge, as the 
contributors have a stake in maintaining their reputation. 
However, reputation gaming should be avoided, and there 
should be mechanisms for new contributors to establish 
themselves despite not having an initial reputation. 
Moreover, research has found that relationship conflicts 
in knowledge sharing are lower when a high reputation is 
provided for ethical knowledge sharing [2]. 

 

6.6. Pure blockchain based knowledge sharing 

Features of the blockchain itself, such as robust 
consensus approaches, SCs, encryption techniques on the 
blockchain, access control techniques on the blockchain 
can be leveraged to make sure that knowledge is shared 
ethically, protecting intellectual property rights, accuracy 
and truthfulness, attribution, privacy and confidentiality, 
openness and transparency. These approaches are 
discussed in detail in Section 8. Table 4 portrays a sketch 
of the present literature on ethical knowledge sharing 
approaches. 

 

Table 4. A sketch of present literature on ethical knowledge sharing approaches. 

Knowledge sharing 
approach 

Purpose  Performance 

Trading market 
Trade knowledge among organizational frameworks 
[47] 

Show issues like context-dependability, incompatible 
tacit sharing, etc. 

Machine learning 

Transfer learning together with small singular value 
suppression [48] 

More than 5% growth for signal recognition with 
respect to others 

Federated learning [49] High attack resistance, accuracy, efficiency, scalability 

Reward-driven 
Examine how monetary reward can contribute to 
knowledge sharing [51] 

Rewards encourage knowledge sharing 

Algorithm-aided 
CredibleExpertRank: an algorithm to identify credible 
experts [52] 

Enhance search efficiency and reliability of KS sites 

Reputation-based 
Studies the interactive effects of relationship conflicts 
vs. reputation [2] 

Low relationship conflicts under high reputation 
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7. A Sketch of Blockchain Technology 

A series of coupled blocks or processes/transactions 
encompasses the decentralized ledger termed blockchain. 
The blockchain system is composed of apps implemented 
in the application layer that leverage blockchain, which is 
implemented on the data tier that leverages consensus, 
P2P communication principles of the network tier, as 
portrayed in Figure 4. Note that, as evident from Figure 4, 
a blockchain can be leveraged to implement diverse 
applications such as supply chains, insurance, property, 
etc. The data tier’s blockchain assembly will be discussed 
in Section 7.1 and blockchain cryptography in Section 7.3. 
P2P network operation is explained in blockchain 
transactions (Section 7.2), and blockchain consensus-
operation in the network tier in Section 7.4. 

 

7.1. Assembly 

Every single block amid the progressive blockchain, 
which encompasses a record segment and header 
segment, is coupled to its precursory block (besides the 
day zero block, as depicted in the data tier in Figure 4 (a), 
leveraging the precursory block's hash value, and the 
processes/transactions amid the record segment are 
arranged as a Merkle tree arrangement [11]. 

Non-progressive blockchain encompasses a grouping 
of coupled processes/transactions where one 
process/transaction could corroborate multiple different 
processes/transactions that were constructed ahead of it. 
These processes/transactions are devoid of record 
segments and header segments; hence, Merkle trees are 
missing [12]. 

 

 
(a) 

 
(b) 

Figure 4. Blockchain system and transaction process: (a) Blockchain system; (b) Generic transaction procedure. 
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7.2. Blockchain transactions 

A given user may initiate a blockchain 
transaction/process, which is afterwards shared to all 
fellow associates amid the network and protected 
leveraging the key pair's secret key, as illustrated in Figure 
4 (b). A consensus system will initiate once each user 
leverages the key pair's unconcealed key to confirm the 
transaction/process. Block forgers frequently take on 
consensus/unanimous agreement by merging the 
transaction/process amid a block, which is afterwards 
shared to the decentralized ledger network and took part 
in by each user in the decentralized ledger network later 
to block confirmation, as graphically illustrated in dark 
colored region in Figure 4 (b) [13]. The generic 
transaction procedure is figuratively shown in Figure 4 
(b). 

 

7.3. Cryptography 

To ensure the authenticity of processes/transactions in 
blockchain, a hash operation is leveraged to endow 
unchanging magnitude hash values with not as many 
intersections [54]. Leveraging an electronic verification, 
public-private key encryption, including a dual 
cryptographic key set is leveraged to confirm 
processes/transactions. So as to augment the 
clandestineness of information, it might likewise be 
leveraged to cipher blockchain processes/transactions 
[55]. 

Cryptographic privacy proofs are leveraged to confirm 
processes'/transactions accuracy by hiding the 
individualized data of processes/transactions, augmenting 
clandestineness, and blocking the sharing of private 
information [10]. 

Quantum attack resilient cryptography leverages 
reliable cryptographic approaches that are immunized 
against threats from quantum processors, for example, 
optimized Curve448, Kyber, and the like [14]. 

 

7.4. Consensus/Unanimous agreement 

Blockchain consensus leverages widespread 
unanimous agreement to forge and confirm novel blocks, 
ensuring the authenticity of the decentralized ledger, as 
graphically illustrated in dark colored region in Figure 4b.  

Within a vote-based unanimous agreement, 
information is conveyed and gathered amid fellow 
associates as they team up to confirm blocks. The crowd 
favorite vote-based unanimous agreement approach 
leverages byzantine fault-tolerant unanimity, where a 
head merges processes/transactions amid a block, shares 
it, and users reshare it to confirm the block gathered with 
the assistance of the parent is congruent [15]. In case all 
given users got congruent content of a novel block with 
the assistance of overstepping the two-third mark of the 
network's users, the block is going to be merged into the 
decentralized ledger. 

The proof-based unanimous agreement requires users 
to endow compelling confirmation, on account of which 
they have to be reimbursed for merging a novel block into 
the decentralized ledger. The most coveted proof-based 
unanimous agreement approach is designated proof-of-
work, necessitating a user to carry out work by 
overcoming a dilemma to ensure its fidelity [56]. 

 

8. Ethical Knowledge Sharing Leveraging 
Blockchain 

8.1. Model 

Formulated from this literature review, we identify 
coming after cases for an ethical knowledge sharing 
model leveraging blockchain technology. 

 C1 -- Leveraging an efficient dedicated blockchain 
consensus approach for knowledge sharing to 
ensure the trustworthiness, privacy and 
confidentiality (Proof of learning), accuracy 
(PBFT, proof of trading), openness and 
transparency (proof-of-popularity, delegated proof 
of stake) of the knowledge. 

 C2 -- Leveraging unmodifiable, tamper-proof, 
semi-anonymous, fault tolerance, and 
transparency features of the blockchain itself for 
preserving privacy, accuracy, trustfulness, and 
non-repudiation (intellectual property protection, 
attribution) of knowledge storage and sharing 
without using a consensus approach dedicated to 
improving ethical knowledge sharing. 

 C3 -- Leveraging additional efficient encryption 
techniques on the knowledge in blockchain to 
protect sensitive knowledge, thus protecting the 
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confidentiality of knowledge and intellectual 
properties. 

 C4 -- Leveraging SCs for attribute-based 
searching, knowledge fusion, secure storage, 
access control (privacy and confidentiality), 
creating a market place, and reward-driven 
knowledge sharing (openness and transparency). 

The model of ethical knowledge sharing leveraging 
blockchain is figuratively portrayed in Figure 5. In Figure 
5, C1 shows how blockchain consensus can be deployed 
for collaborative inference in knowledge sharing, where it 
shows two edge inference nodes making collaborative 
inference with the aid of blockchain consensus. As 
depicted in Figure 5, the circle enclosed by C2 
demonstrates a typical use-case for C2, where there exists 

a blockchain between a knowledge aggregator and an 
edge node to ethically share knowledge locally in order to 
create global knowledge after aggregation.  

Moreover, in Figure 5, the circle enclosed by C3 
demonstrates how ethical knowledge principles of 
confidentiality and intellectual property protection can be 
protected by deploying blockchain in the infrastructure 
layer with additional encryption techniques for 
exchanging knowledge ethically between the 
infrastructure layer and the knowledge layer. Finally, the 
circle enclosing C4 in Figure 5 illustrates how knowledge 
can be ethically shared among a knowledge producer and 
utilizer in the form of a knowledge market with the aid of 
smart contracts and blockchain to provide access control, 
knowledge upload, and download. 

 

 
Figure 5. The model of ethical knowledge sharing leveraging blockchain. 
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8.2. Review on Ethical Knowledge Sharing 
Leveraging Blockchain 

8.2.1. Blockchain and trading market-based ethical 
KS 

In an internet of vehicles network, hierarchical 
federated learning has been leveraged for distributed 
learning and knowledge generation, while hierarchical 
blockchain has been leveraged to store the generated 
knowledge, protecting privacy, where knowledge sharing 
is realized as a trading market game with multiple leaders 
and players [57]. In another wireless edge intelligence 
framework (WPEG), permissioned blockchain is 
leveraged for joint energy and knowledge sharing where 
knowledge is generated using multiple agents and a two-
stage Stackelberg game is leveraged having energy-
knowledge trading incentive techniques [58].  

For the purpose of exchanging knowledge in IoT 
intelligent applications under the effect of selfish nodes, a 
knowledge market is proposed for knowledge trading by 
leveraging a consortium blockchain for secure knowledge 
administration and trading for the market by 
implementing a novel currency coin known as knowledge 
coin together with a novel consensus strategy called 
proof-of-trading, and incentives for the market are 
achieved using a game-based knowledge pricing approach 
[59].  

In an internet of vehicle network, regional reputation-
based federated learning is leveraged, where the vehicular 
network is dissected into areas where each area has a local 
machine learning model and blockchain and SCs are 
leveraged for secure knowledge trading, where an 
optimum pricing scheme is formulated as a non-
cooperative game considering the competition of 
knowledge providers [60]. For cyber-attack intelligence 
knowledge sharing, SCs are leveraged on the Ethereum 
blockchain to create a market place for knowledge 
trading, incentivizing the sharing of knowledge among 
parties where a threat intelligence token is used as a digital 
asset [61]. For the purpose of sharing knowledge among 
various stakeholders, a blockchain and SC based 
knowledge market place integrating with active inference 
and zero knowledge proofs is presented in [62]. 

 

8.2.2. Blockchain and machine learning aided 
ethical KS 

CKshare is a framework for knowledge sharing related 
to mold redesign where the private cloud is leveraged to 
preserve the knowledge using blockchain for ensuring 
security and trustfulness while knowledge is shared and 
retrieved using a mechanism based on the K-nearest 
neighbor machine learning algorithm [63]. Knowledge 
and its associated transactions related to remanufacturing 
process planning for cross enterprise knowledge sharing, 
have been implemented in a blockchain network where 
case-based reasoning using k-nearest neighbor machine 
learning has been leveraged to retrieve the most suitable 
knowledge by assessing the similarity [64]. 

 

8.2.3. Blockchain and algorithm aided ethical KS 

A non-progressive blockchain is leveraged for fast 
consensus and authentication in secure knowledge 
sharing, together with an asynchronous distributed 
learning-based framework to upload and download 
models, minimizing bandwidth in intelligent connected 
vehicles [65]. Likewise, another framework leverages 
non-progressive blockchain for large scale vehicular 
networks for efficient computations of the mining process 
for knowledge sharing, having encapsulated knowledge 
as sites together with fast authentication and a tip selection 
algorithm to reduce expenses for computation and storage 
[22]. For sharing knowledge such as intermediate results, 
trained models, etc. in intelligent IoT networks, a 
permissioned blockchain is leveraged for decentralized 
encrypted knowledge storage and sharing with a modified 
delegated proof-of-stake consensus approach where SCs 
implement an attribute-based searching algorithm for 
knowledge to achieve knowledge collaboration using 
keyword search [17]. A blockchain-based proposal for 
decentralized knowledge sharing in a conversation system 
leverages SCs to implement knowledge fusion with the 
aim of ensuring security execution and fairness without 
biasing fusion results due to the untampered nature of the 
knowledge in blockchain [18]. A hybrid on-chain and off-
chain SCs are leveraged for in-chain secure storage of 
knowledge adhering to data protection laws and off-chain 
artificial intelligence (fuzzy cognitive maps) 
computations and knowledge generation, providing a 
scalable knowledge management framework that has been 
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effective in a use case for determining loan eligibility 
[66]. 

 

8.2.4. Blockchain and reward-driven ethical KS 

CodeBlockS is a collaborative knowledge sharing 
framework for question and answer platforms such as 
StackOverflow, Yahoo, etc. where SCs can be leveraged 
on the Ethereum blockchain, where one user can share 
knowledge for a problem of another user to get rewards 
[67]. Jigsaw is another reward-driven knowledge sharing 
platform that provides rewards for knowledge creators, 
commentors, and voters where stellar blockchain has been 
leveraged to implement the distributed knowledge sharing 
system where multiple individuals can contribute 
knowledge that can be modified and verified in the 
blockchain [20]. A collective learning framework for 
linked and autonomous vehicles generates knowledge for 
autonomous lane changing by collective deep 
reinforcement learning, where blockchain is leveraged to 
securely store and share the knowledge instead of 
machine learning model sharing to reduce communication 
burden, and provide incentives for the users to participate 
in collective learning [68]. 

 

8.2.5. Blockchain and reputation-based ethical KS 

RBKS is a reputation-based knowledge sharing 
framework implemented using blockchain and a server 
for storing and sharing knowledge together with a 
reputation assessment algorithm as the essence of the 
incentive to be combined with a stake in the blockchain 
and protect the copyright of the knowledge owners by 
access control and paying a fee for the shared knowledge 
[69]. 

 

8.2.6. Pure blockchain-based ethical KS 

In decentralized intelligent edge networks of the internet 
of things, a user centric blockchain that leverages an 
energy efficient proof-of-popularity consensus has been 
recommended to share knowledge, and counter-attacking 
attacks, such as denial of service, etc., in an energy 
efficient manner [24]. Blockchain has been tested for 
trustworthiness in sharing knowledge on rolling stock in 
the maintenance section using Hyperledger fabric 

blockchain in order to maintain the trust among the 
stakeholders involved in knowledge sharing [70]. For 
distributed knowledge sharing, ensuring trust and non-
repudiation, a lightweight blockchain leveraging a proof-
of-vehicular services-Byzantine fault tolerance consensus 
approach together with a two-step transaction verification 
process has been leveraged in vehicular network edges 
[23]. Blockchain, together with robust encryption, has 
been leveraged to assure the security and credibility of 
knowledge exchanging in green supply chain 
administration, where intelligent services are 
implemented in an edge layer for knowledge creation and 
sharing [21]. 

BeSharing is a blockchain platform for knowledge 
sharing in education where academicians can share 
knowledge in the form of ideas or assignments that are 
encrypted and prevent modification while protecting the 
intellectual property rights of the authors [71]. A semantic 
knowledge sharing platform that has been implemented 
using blockchain to store a decentralized knowledge 
graph modified using blockchain transactions and queried 
as necessary based on an inter-node communication 
mechanism, has been more effective than a traditional 
centralized knowledge graph approach for knowledge 
sharing [72].  

Similarly, OpenKG is a blockchain for storing and 
sharing knowledge in a trusted and distributed manner by 
implementing knowledge graphs in the blockchain for the 
knowledge seeking community [73]. BCKMM is a 
blockchain knowledge management framework that 
allows the creation, storage, and sharing of knowledge 
among experts in a decentralized manner [74]. BCEI is a 
blockchain-driven edge reasoning paradigm for edge 
aided multi-robot systems to aid in the inference process 
by knowledge graph construction and sharing models 
where the faith of knowledge sharing is ensured by an 
efficient knowledge-based consensus [75]. In a 
knowledge administration system, role-based access 
control using elliptic curve cryptography in blockchain 
technology is leveraged with the aid of SCs for user 
authentication in order to grant admission to the 
knowledge shared in the blockchain [19]. ENIR is an edge 
network routing approach that uses deep reinforcement 
learning for generating knowledge related to routing, 
where network knowledge and routing optimizations are 
shared securely using blockchain [76]. To achieve transfer 
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learning in smart environments, knowledge graphs are 
stored in the blockchain, and such knowledge is 
exchanged in a decentralized manner [77]. Attribute based 
access control is implemented using SCs on the 
blockchain for providing trans-organizational access 
control, and an ontological model is used in the 
blockchain for representing and exchanging knowledge 
inside the blockchain in order to facilitate knowledge-
based inferences without a trusted third party [78]. 

 

9. Review Analysis 

9.1. Analysis of each framework 

Table 5 portrays the detailed analysis of each 
blockchain based ethical knowledge sharing framework 
regarding blockchain concept, blockchain related 
parameters, ethical knowledge sharing specific 
parameters, network related parameters, individual 
performance, time, etc. 

(a) 
 

(b) 
 

(c) 
 

(d) 
 

(e) 
 

(f) 
 

Figure 6. Overall analysis (a) BC-based ethical KS model (b) BC paradigm (c) BC unanimous agreement (d) Knowledge type (e) 
Ethical KS principles (f) Dissemination year. 
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Table 5. Analysis of Blockchain based ethical knowledge sharing frameworks. 

KS 
technique  

Process Blockch
ain 
model 

Blockcha
in 
assembly  

Blockchai
n 
consensus  

Blockc
hain 
sort  

Knowledge sort  Ethical KS principle  Networ
k sort   

Performance 

Trading 
market 
based 

 HBFL 
[57] 

C1  Hierarchi
cal  

PoL  Consor
tium  

Explicit, propositional  Privacy and 
confidentiality  

IoV  Improved sharing 
efficiency, learning quality 

 WPEG 
[58] 

C1  Progressi
ve  

BFT-
DPoS  

Permis
sioned  

Explicit, propositional  Accuracy and 
truthfulness  

IoT  Optimized utilities, 
learning efficiency 

KTE-AI 
[59] 

C1  Progressi
ve   

PoTrading  Consor
tium  

Systematic, propositional  Accuracy, Openness, 
transparency  

IoT  High knowledge value, 
low time, com. Cost 

Reputati
on-FL 
[60] 

C4  Progressi
ve  

Generic  Generi
c  

Systematic, propositional  Accuracy, 
confidentiality, 
transparency  

IoV  Improves accuracy of 
knowledge by 18% 

CTI-K 
[61] 

C4  Progressi
ve   

PoW  Private  Systematic, propositional  Openness, accuracy  Cybersp
ace  

Efficient KS, gas usage--
limitation 

B-DKM 
[62] 

C4  Progressi
ve  

Generic  Public  Systematic, Propositional, 
procedural   

Accuracy, 
confidentiality, 
openness  

Generic  Secure and controlled 
knowledge sharing 

Machine 
learning-
aided 

CKshare 
[63] 

C4  Progressi
ve  

PoW  Public   Explicit, propositional, 
procedural 

Accuracy and 
truthfulness  

Cloud  Distributed and secure 
knowledge sharing 

RPP 
[64] 

C2  Progressi
ve  

Generic  Generi
c  

Systematic, propositional, 
procedural  

Accuracy and 
truthfulness  

Enterpri
se  

Optimum solution with 
economic, environmental 
benefits 

Algorithm 
aided 

BKS-
ICV [65] 

C2  Non-
progressi
ve  

TSA  Generi
c  

Explicit, propositional, 
procedural  

Accuracy, privacy  Vehicul
ar  

Low delay, malicious 
attack resistant 

KS-IoV 
[22] 

C2  Non-
progressi
ve  

TSA  Generi
c  

 Explicit, propositional, 
procedural 

Accuracy and 
truthfulness  

IoV  High knowledge sharing 
quality, low latency 

BE-
LFGSK 
[17] 

C4  Progressi
ve  

DPoS  Permis
sioned  

Explicit, propositional, 
procedural  

Accuracy, privacy  IoT  Low computational 
overhead, reject dishonest 
servers 

SC-DKF 
[18] 

C4  Progressi
ve  

PoW, 
PoS, 
PBFT  

Permis
sioned  

Explicit, systematic, 
propositional, procedural, 
personal  

Accuracy, fairness, 
unbiasedness  

Convers
ational  

Ensure security execution 
and fairness 

DPL-
FCM 
[66] 

C4 Progressi
ve  

Generic  Generi
c  

Explicit, systematic, 
propositional, procedural, 
personal  

Intellectual property, 
attribution, truthfulness  

Business  Scalable and low-cost 
knowledge sharing 

Reward-
driven 

CodeBlo
ckS [67] 

C4  Progressi
ve  

Generic  Generi
c  

Explicit, propositional, 
procedural, personal  

Truthfulness, 
transparency  

Knowle
dge  

Feasible knowledge 
sharing platform 

Jigsaw 
[20] 

C1, C4  Progressi
ve  

Proof of 
knowledg
e  

Public  Explicit, propositional, 
procedural, personal  

Transparency, 
trustworthiness, 
confidentiality  

Knowle
dge  

 Realistic, efficient, 
earning model 

CAV-
DRL 
[68] 

C1  Progressi
ve  

BFT-
DPoS  

Consor
tium  

Explicit, propositional, 
procedural  

Privacy, 
trustworthiness, 
transparency  

Vehicul
ar  

Good learning efficiency, 
driving safety 

Reputation
-based 

RBKS 
[69] 

C3, C4  Progressi
ve  

PoS  Public  Explicit, systematic, relational, 
propositional, procedural, 
personal  

Attribution, intellectual 
property, informed 
consent  

Knowle
dge  

Feasible and secure 
knowledge sharing 

Pure-
blockchain
-based 

 KS-
DINE 
[24] 

C1  Progressi
ve  

PoPopular
ity  

Private  Explicit, propositional  Privacy, trustworthy, 
transparency  

IoT  Low block generating 
delay 

BL-KSP 
[70] 

C1  Progressi
ve  

PBFT  Permis
sioned  

Explicit, propositional  Trustworthiness, 
transparent   

Business  Enhance trust among 
stakeholders 

LW-
V2V 
[23] 

C1  Progressi
ve   

PoVS-
BFT  

Generi
c  

Explicit, propositional  Attribution, informed 
consent, non-
repudiation  

Vehicul
ar  

Minimize consensus 
committee up to 62.5%  

KSF-
GSCM 
[21] 

C3  Progressi
ve  

Generic  Generi
c  

Explicit, propositional  Confidentiality, 
trustworthiness   

Edge  Boost knowledge sharing 
among supply chains 

BeShari
ng [71] 

 C4 Progressi
ve  

 PoW Public  Explicit, propositional, 
procedural, personal  

Intellectual property, 
attribution, informed 
consent  

Educatio
n  

 Foster collaboration 
preventing plagiarism 

SKSM 
[72] 

C4  Progressi
ve  

PoW  Public  Explicit, propositional  Trustworthy, accuracy  Knowle
dge  

Improved construction 
time, query rate 

OpenKG 
[73] 

C1  Progressi
ve  

VBFT  Generi
c  

Explicit, propositional  Trustworthiness, 
privacy  

Knowle
dge  

Credible and traceable 
knowledge sharing 

BCKM
M [74] 

C2  Progressi
ve  

Generic  Generi
c  

Generic  Intellectual property, 
privacy  

Knowle
dge  

No performance analysis 
presented 

BCEI 
[75] 

C1  Progressi
ve  

PoKnowle
dge  

Permis
sioned  

Explicit, propositional  Trustworthiness, 
transparency, privacy  

Edge  Low latency and high 
accuracy 

ECDSA 
[19] 

C4  Progressi
ve  

PoW  Public  Generic  Confidentiality, 
privacy, accuracy, 
transparency  

Knowle
dge  

Low block processing 
time, cost 

ENIR 
[76] 

C2  Progressi
ve   

Generic  Generi
c  

Systematic, propositional, 
procedural  

Accuracy, transparency  IoT   Better link utilization, 
delay performance 

TLSE 
[77] 

C4  Progressi
ve  

PoW  Public, 
private  

Explicit, propositional  Trustworthiness, 
transparency  

Smart 
environ
ment 

Demonstrated feasibility 
of the solution 

ABAC 
[78] 

C4  Progressi
ve  

Generic  Generi
c  

Systematic, propositional  Confidentiality, 
accuracy  

IoT  Facilitate autonomous 
decision making 
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9.2. Overall analysis 

Figure 6 portrays the graphical visualization of 
dissemination of the BC-based ethical knowledge sharing 
model, blockchain associated features, ethical knowledge 
sharing principles, knowledge type, and dissemination 
time. Firstly, as portrayed in Figure 6 (a), 50% of ethical 
knowledge sharing frameworks utilize SCs (C4) with 
blockchain for knowledge fusion, searching, storage, 
access control, trading, etc., and next in line are C1 
(33.3%), C2 (16.7%), and C3 (6.7%). Next, when 
pondering the blockchain architecture, as given in Figure 
6 (b), 90% of ethical blockchain-based knowledge sharing 
frameworks utilize progressive architecture, while only 
6.7% utilize non-progressive (graph) architecture and 
3.4% utilize hierarchical architecture.  

Furthermore, as portrayed in Figure 6 (c), the highest 
(30%) of frameworks have been developed for operating 
with generic unanimous agreement, while PoW has been 
the specific most eminent unanimous agreement approach 
with a 20% dissemination next in line proof of knowledge 
(6.7%), BFT-DPoS (6.7%), etc.  Moreover, as portrayed 
in Figure 6 (d), it is indubitably evident that knowledge 
type dissemination in BC-based ethical KS frameworks 
exists in the descending order of propositional (93.4%), 
explicit (70%), procedural (46.7%), systematic (33.4%), 
personal (20%), generic (6.7%), and relational (3.4%). 
Next, as portrayed in Figure 6 (e), when pondering the 
dissemination of ethical knowledge sharing principles in 
BC-based ethical KS frameworks, accuracy, openness and 
transparency, privacy, trustworthiness, truthfulness, and 
confidentiality have been the dominant factors of interest 
in most frameworks, while intellectual property, 
attribution and informed consent have a mediocre level of 
usage in literature, and non-repudiation, unbiasedness, 
and fairness ethical KS principles have been least 
leveraged.  

Finally, as is portrayed in Figure 6 (f), the BC-based 
ethical knowledge sharing concept began to evolve as far 
back as 2018 and came to a zenith of literary work at 2020, 
and gradually declining afterwards, and remained 
constant in the past two years of 2022 and 2023. 

 

10. Discussion 

10.1. Openings 

10.1.1. Automated ethical knowledge sharing 

Blockchain-based ethical knowledge sharing can 
function in an automatic fashion with the aid of self-
executing SCs. First, SCs can be leveraged to provide 
automatic authentication and access control to knowledge 
stored and shared using blockchain using cryptographic 
techniques [79]. Furthermore, it can enable automatic 
reward driven knowledge sharing, where one user may 
share knowledge for the problem of another to get 
rewards. Moreover, they can be leveraged to make sure 
that the knowledge stored in the blockchain is adhering to 
the data protection laws. Additionally, SCs can enable 
automatic knowledge searching by using queries and 
knowledge fusion by combining multiple knowledge 
pieces without having biasing in fusion results. 

 

10.1.2. Protects ethical knowledge sharing principles 

The most important opportunity of blockchain-based 
knowledge sharing is that these frameworks attempt to 
fulfill the fundamental ethical knowledge sharing 
principles. First, if correct knowledge is stored in the 
blockchain, it will make sure that accurate knowledge is 
available to be shared, owing to the immutable nature of 
blockchains protecting the integrity of knowledge. 
Secondly, as the user transactions are identified with a 
pseudo-cryptographic address and owing to the usage of a 
digital signature, a given user cannot deny the sharing of 
knowledge and provides informed consent by sharing the 
knowledge in the blockchain. 

Moreover, digital signature leverage, cryptographic 
techniques, hashed transactions, and pseudo-addresses 
facilitate attribution, intellectual property protection, and 
transparency principles of ethical knowledge sharing. 

 

10.1.3. Capacity of blockchain itself to provide 
ethical knowledge sharing 

There are conventional knowledge sharing platforms 
that share knowledge without the involvement of a 
blockchain. However, blockchain can completely replace 
such conventional platforms, as blockchain itself is 
capable of knowledge sharing with ethical soundness. In 
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pure-blockchain based ethical knowledge sharing 
approaches, support from conventional knowledge 
sharing frameworks is not sought, and instead, totally 
depends on blockchain transactions, consensus, and SCs 
for knowledge sharing. This approach is distributed and 
ensures the trust, accuracy, non-repudiation, etc. of 
knowledge sharing. Moreover, knowledge graphs can be 
leveraged on blockchain to provide more security and 
trust in knowledge sharing than traditional knowledge 
graph only based knowledge sharing. For the purpose of 
protecting the privacy and confidentiality of knowledge, 
blockchains can additionally engage authentication and 
access control into the blockchain-based knowledge 
sharing framework. 

 

10.1.4. High conformity with existing knowledge 
sharing frameworks 

Another important advantage of blockchain-based 
ethical knowledge sharing is that it goes hand in hand with 
conventional knowledge sharing/trading 
frameworks/techniques. For example, it is readily 
integrable with knowledge trading using trading market 
game-based approaches, for example, the Stackelberg 
game with knowledge incentivizing techniques. There 
have been attempts to integrate knowledge trading into 
blockchain by proposing new consensus approaches, for 
example, proof-of-trading and leveraging zero knowledge 
proofs. Furthermore, machine learning can facilitate 
knowledge retrieval using case-based reasoning from 
blockchain-based knowledge sharing platforms. 
Additionally, other algorithms can be leveraged alongside 
blockchains for knowledge model uploading and 
downloading to the blockchain, off-chain knowledge 
storage and computations, etc.  

 

10.1.5. Reduced fake knowledge and misinformation 

Blockchain based ethical knowledge sharing can 
reduce fake knowledge and misinformation spreading in 
numerous ways. First, once knowledge is recorded on the 
blockchain, attackers cannot mutate the stored content. 
Secondly, they can integrate authentication and access 
control to make sure that legitimate users who are 
recognized as trusted users engage in the storage and 
retrieval of knowledge. Thirdly, SCs and consensus 
approaches can make sure that only verified knowledge is 

included in the blockchain, where mechanisms for 
detecting fake knowledge can be leveraged in the SCs, 
and the consensus approach will make sure that unless the 
majority of the equipment validate the transaction, such 
knowledge will not be accepted as legitimate knowledge. 
Furthermore, blockchain transactions are traceable, if 
malicious activity is detected from some equipment (such 
as an attempt to insert fake knowledge), such equipment 
can be removed from the blockchain network. 

 

10.1.6. Applicability of knowledge sharing in multiple 
domains 

Knowledge sharing applications employing 
blockchain technology have supported numerous 
domains. For instance, blockchain is scrutinized to 
improve transparency and security during the tracing of 
virus vaccinations in the medical field with the aid of 
smart contracts to monitor and distribute vials [80]. 
Similarly, in [81], blockchain together with smart 
contracts are leveraged for similar applications. 
Moreover, healthcare-knowledge has been exchanged in 
a trustworthy and collaborative approach with 
decentralized access control thanks to distributed leger 
technology [82]. Some have utilized blockchain for 
maintaining the integrity and privacy of video 
surveillance systems to transfer and maintain knowledge 
related to sensitive private data in a distributed approach 
deploying blockchain [83]. An Ethereum blockchain-
based decentralized access control scheme has been 
utilized in healthcare to exchange knowledge adhering to 
ethical knowledge sharing principles such as transparency 
and openness among hospitals, pharmacies, etc. [84]. 
Certificateless signature schemes providing identity 
authentication have been effective in transferring 
knowledge among IoT nodes protecting integrity [85]. 

 

10.2. Hurdles 

10.2.1. Probable low accuracy of knowledge before 
adding to the blockchain 

One of the core principles of ethical knowledge 
sharing is the accuracy and truthfulness of sharing 
knowledge. Even though blockchains can protect the 
integrity of the knowledge available to them owing to 
their inherent immutable properties, they cannot 
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guarantee that that knowledge is 100% accurate, because 
inaccuracies can occur before the knowledge is stored on 
the blockchain. For instance, inaccuracies can occur at the 
knowledge generation step, so that once stored in the 
blockchain, it will convey the inaccurate information, in 
case there are no secondary mechanisms to check the 
accuracy of the information. 

 

10.2.2. Privacy conflicts with regulations in 
blockchain 

Even though in general, blockchain enhances the privacy 
of the knowledge stored in the blockchain, there can still 
be some conflicts with privacy regulations. For instance, 
if a privacy regulation specifies that there ought to be a 
right to be forgotten on knowledge, it can be demanding 
to implement such a regulation owing to the immutable 
properties of the blockchain. Moreover, blockchain 
transactions are pseudo-anonymous meaning that users 
are identified by cryptographic addresses making the 
knowledge-based transactions not totally privacy 
preserving, but partially. Furthermore, even though 
private blockchains can provide a higher level of privacy 
than public blockchains, full privacy is not guaranteed 
even in them. 
 

10.2.3. Hurdles in content moderation 

In ethical knowledge sharing, the spread of harmful or 
illegal knowledge ought to be prevented. Even though 
such content can be avoided by designing effective 
consensus approaches to moderate knowledge before 
adding it into the blockchain, technical implementation 
can cause additional resource consumption, delay, and 
energy expenditure. Thus, blockchain-based ethical 
knowledge sharing systems may struggle to moderate 
content while at the same time maintaining performance 
requirements for knowledge sharing. That is because 
content moderation is an additional procedure compared 
to typical ethical knowledge sharing that adheres to basic 
ethical knowledge sharing principles.  

 

10.2.4. Smart contract vulnerabilities 

Smart contracts can be leveraged to achieve various 
tasks in ethical knowledge sharing in an automated 
fashion. However, these are vulnerable to bugs, 

specifically code vulnerabilities in the SCs, which can 
cause to occur unintended consequences, risking the 
knowledge sharing platform based on blockchain. 
Moreover, if all conditions under which SCs are not 
checked for proper functionality before leveraging in the 
blockchain, there can be runtime errors that can cause 
undesirable behaviors that disturb the ethical knowledge 
sharing procedure and putting the complete system in risk. 

 

10.2.5. Tokenization challenges 

As reviewed in the literature, some blockchain-based 
ethical knowledge sharing systems are reward-driven, 
meaning that users are provided a reward for sharing the 
knowledge. Jigsaw and CodeBlockS are real-world 
examples for such reward-based blockchain-based ethical 
knowledge sharing platforms. Moreover, in knowledge 
trading also, knowledge is incentivized for exchanging it 
by providing incentives. However, as the unit of 
knowledge is intangible, it can be demanding to provide a 
reward or token, despite the fact that there are efforts by 
researchers to incentivize the knowledge, such as 
knowledge coin, proof-of-trading, etc. For instance, two 
pieces of the same size knowledge can have different 
values of knowledge contained in them. Therefore, it can 
be demanding to quantify the value of a knowledge piece, 
as the value depends on the multiple parameters defining 
the quality of the knowledge, such as originality, age, 
significance, social impact, etc.  

 

11. Conclusions and Future Research 

In this dissection, we first stated the idea of 
knowledge, the architecture of a cognitive network, and 
then ethical knowledge sharing principles and 
approaches, along with applications of ethical knowledge 
sharing. Subsequent to introducing a sketch on blockchain 
mechanisms, we dissect the existing work on ethical 
knowledge sharing leveraging blockchain under different 
ethical knowledge sharing approaches. Next, we 
formulated that ethical knowledge sharing using 
blockchain can be 4-fold: leveraging an efficient 
dedicated blockchain consensus for ethical knowledge 
sharing (C1), using blockchain itself for ethical 
knowledge storage and sharing without using a dedicated 
consensus approach for knowledge sharing (C2), using 
additional encryption techniques on blockchain for 
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protection of knowledge confidentiality (C3), and 
leveraging SCs for various purposes such as attribute-
based knowledge searching, knowledge fusion, access 
control, etc. (C4). After that, we critically evaluated the 
reviewed work by examining features bonded to ethical 
knowledge sharing, the blockchain-based ethical 
knowledge sharing model used, and blockchain features. 
Review analysis shows that in most ethical knowledge 
sharing frameworks, SCs are leveraged for attribute-based 
searching, knowledge fusion, secure storage, access 
control (privacy and confidentiality), creating a market 
place, and reward-driven knowledge sharing (openness 
and transparency). Moreover, we showed that 
propositional and explicit knowledge are most frequently 
transmitted, while accuracy, openness and transparency, 
privacy, and trustworthiness being the most dominant 
ethical knowledge sharing principles used in the literature. 
Finally, we addressed the openings and hurdles of ethical 
knowledge sharing leveraging blockchain. 

Blockchains can ensure the principles of ethical 
knowledge sharing during knowledge dissemination in 
intelligent networks. This overview paper adds a valuable 
literary dissection and a critical evaluation, showing 
progressions and interstices in present blockchain-based 
ethical knowledge sharing. Besides, it addresses 
openings, hurdles, and actions to diminish those hurdles 
such that other researchers can leverage this dissection as 
a directory for formulating problems linked with ethical 
knowledge sharing using blockchain in cognitive 
networks. Future academicians can use this review’s 
analysis to readily identify gaps existing in relation to 
ethical knowledge sharing principles to build and test 
knowledge sharing frameworks for least addressed 
contexts. As this is the inaugural work in the domain of 
ethical knowledge sharing principles deploying 
blockchain, this will open a vast number of avenues that 
academic institutions can invest in for research. 
Moreover, this work will improve the interest of the 
research community towards blockchain as an effective 
tool for ethical knowledge sharing. Next, blockchain-
driven decentralized ethical knowledge sharing can 
revolutionize traditional centralized ethical knowledge 
sharing, which is prone to inaccuracies, biasedness, and a 
non-confidential nature. Finally, this work can provide a 
foundation for knowledge-based system engineers and 
policy makers to adapt blockchain into existing systems 
to protect the ethical aspect of knowledge sharing. 

Formulated from the hurdles explored in this 
overview, coming after actions can be proposed. 

 Before adding knowledge to the blockchain, there 
ought to be pre-processing techniques to clean up 
the knowledge. Knowledge cleaning includes 
removing redundancies, missing value 
interpolation, noise mitigation, inconsistency 
elimination, and inaccuracy correction. 
Knowledge cleaning will help to improve the 
accuracy of knowledge stored on the blockchain. 
Cleaning can be implemented either on-chain or 
off-chain, however, it is recommended to 
implement it off-chain to reduce the workload of 
the blockchain. 

 Privacy requirements such as the right to be 
forgotten can be implemented with the aid of 
storing time limited knowledge on the blockchain 
so that expired knowledge can be safely removed. 
Moreover, private or consortium blockchains can 
be leveraged instead of public blockchains to 
allow participants to modify or delete stored 
knowledge. Furthermore, the privacy of the 
participants can be improved by robust 
blockchain-based access control with additional 
cryptographic protections to secure the 
confidentiality of data, making sure that only 
authentic users have access to the knowledge. 

 Content moderation can be implemented in 
blockchain using consensus approaches and SCs. 
For the purpose of preventing additional energy 
expenditure during consensus, an appropriate 
energy efficient consensus approach such as green 
PBFT may be selected. When leveraging SCs for 
content moderation, they ought to be optimized for 
performance to prevent performance degradation 
in terms of throughput and delay. Moreover, a 
reputation-based mechanism can be leveraged for 
content moderation, where users gain or lose 
reputation-based on the content shared. 

 For the purpose of preventing the loss of ethical 
knowledge sharing principles such as accuracy 
and truthfulness owing to SC code vulnerabilities, 
they ought to be thoroughly verified before 
leveraging in the blockchain. Specifically, 
functional verification ought to be carried out to 
make sure that SCs function correctly in the 
manner desired to prevent runtime errors.  
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 Even though it is difficult to exactly quantify the 
value of knowledge owing to its complexity, the 
sign of knowledge can be decided by designing 
proper reward-based mechanisms and content 
moderation systems. That is, to decide whether a 
given knowledge is positive or negative, based on 
the quality and validity of the knowledge. Thus, 
incentivizing knowledge can decide on a fixed 
positive or negative value for the knowledge, 
based on its reputation and the validity of the 
content, in case it is difficult to determine a value, 
based on its quality. However, there are ongoing 
research to determine values for knowledge such 
as Jigsaw and CodeBlockS. 

 

Blockchains can facilitate ethical knowledge sharing 
owing to their inherent trustworthy, privacy preserving, 
data integrity ensuring, and transparent approach that they 
are functioning. Next generation research may entail 
designing efficient incentivization techniques for 
knowledge sharing. Further, as ethical knowledge sharing 
is still a transforming field, next generation research may 
focus on standardizing these concepts. Furthermore, as 
ethical knowledge sharing deploying blockchain is yet a 
pre-matured area of research, researchers may engage in 
developing sophisticated knowledge storage models 
suitable to be employed in a blockchain ecosystem. 
Moreover, as reviewed, there is a deficiency of systematic 
frameworks to measure the degree of ethicalness in terms 
of a given ethical aspect such as transparency, 
trustworthiness, etc. Thus, future researchers can dig into 
investigating and developing standard evaluation metrics 
to measure the ethicalness of knowledge sharing. Finally, 
researchers may find techniques to amalgamate 
knowledge generation with the aid of techniques such as 
artificial intelligence along with ethical knowledge 
sharing blockchain to create more interoperable 
knowledge systems. 

This research is limited to reviewing ethical knowledge 
sharing leveraging blockchain and does not investigate 
any other application of blockchain. For the selected 
study, samples were obtained within a limited time frame 
(1980-2023) for articles limited to those written in 
English. However, there were no limitations on diverse 
types of blockchain frameworks, network types, ethical 
knowledge sharing principles, and knowledge systems. 

Finally, this work does not propose any new specific type 
of model for ethical knowledge sharing, on the contrary, 
it investigates and analyzes critically on existing ethical 
knowledge sharing frameworks deploying blockchain. 
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