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Abstract 

The accuracy of malware detection is closely related to the available datasets, which are often small and imbalanced. 

To overcome these challenges, this study proposed a new method that creates synthetic malware data and increases the 

size and balance by generating several data sets with a flow-based model. Subsequently, a random forest classifier is 

fitted on this augmented dataset. This study aimed to analyze the generation of synthetic data based on flow-based 

models and the impact of synthetic data generation on the performance of a random forest for malware detection. A 

flow-based model was used to generate a balanced synthetic dataset based on the CICMalDroid2020 dataset. The 

generated data was used for feature selection and engineering to optimize the Random Forest model. The experimental 

results demonstrate the effectiveness of the proposed approach. The flow-based model generated an additional 13,402 

samples, massively increasing the dataset size, even though the original dataset had only 11,598 data entries. After 

training on the synthetic augmented dataset, the Random Forest model achieved better performance compared to the 

original dataset evaluation with metrics precision (93%), recall (100%), balanced precision (96%), and the F1 score 

(91%). The results show that flow-based model-generated synthetic data can significantly enhance malware detection 

capabilities. 
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1. Introduction 

In recent years, the spread of malware, known as 

malicious software, has posed significant threats to the 

security and privacy of computer systems and networks 

[1]. Malware is software designed to cause harm to the 

computer, network, or data. Types of malwares include 

viruses, worms, trojans, ransomware, spyware, adware, 

and more. Each has its method of infiltrating and causing 

damage. Malware can penetrate systems, exfiltrate 

sensitive information, disrupt operations, and even enable 

unauthorized access to resources [2], [3], [4], [5]. 

In the early days (1970s-1980s), viruses were primitive 

and mainly created to show messages or disrupt system 

operations. Detection was largely manual, incorporating 

inspection of code and system behavior. Once viruses 

became prevalent in the late 1980s and 1990s, antivirus 

software began to play. These programs noted patterns of 

known malware signatures in databases. They also 

proposed a heuristic analysis to detect suspicious 

behaviors that could be considered malware [6]. After the 

internet became widespread in the 1990s-2000s, new 

threats, such as worms and Trojans, could spread quickly. 

Antivirus companies evolved and created behavioral 

analysis, cloud-based scanning, and machine learning. In 

the 2010s and later, creators of various malware 

developed polymorphic and metamorphic malware 

capable of changing their signatures with each iteration to 

avoid detection. The increase in ransomware and 

advanced persistent threat (APT) attacks was one of the 

significant risk factors. Using AI and machine learning 

methods, much of the data is analyzed to detect patterns 
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and anomalies, which has been extremely helpful in 

countering these threats. Suspicious files are also isolated 

and analyzed through behavioral analysis and 

sandboxing. 

Traditional malware detection relies on signature-

based systems that analyze known malware, which 

struggles against evolving threats and unbalanced 

datasets. Researchers use synthetic data to create balanced 

datasets that enhance detection accuracy [7], [8]. Key 

advantages of synthetic data include balanced datasets, 

which provide an equal representation of benign and 

malicious samples, addressing class imbalance issues in 

real-world datasets, and leading to improved detection of 

malicious behavior [9], [10]. Diverse Malware Samples 

facilitate the generation of varied malware samples 

covering a broader range of malicious behaviors, 

enhancing robustness against new threats. With control 

over parameters, researchers can manipulate features of 

generated samples, enabling targeted studies on malware 

characteristics and improving detection methods [11].  

This research investigates the use of synthetic datasets 

with random forest models for malware detection. 

Random forests, which include multiple classification 

trees, learn from randomly selected data samples. The 

study aimed to detect malware using the random forest 

technique. Additionally, it addresses the challenges posed 

by small-scale and imbalanced data sets. These models 

efficiently learn complex data distributions and are 

alternatives to traditional generative models. Feature 

selection and engineering are applied to optimize the 

random forest model further.  

Feature selection solves overfitting and the curse of 

dimensionality in a data set by reducing the number of 

features in a model and optimizing the model 

performance. Feature engineering is the generation of new 

features from existing features. We evaluated the 

performance of random forest techniques in detecting 

malware using performance metrics, namely accuracy, 

precision, recall, F1 score, balanced accuracy, and 

geometric means. Our research aims to contribute to 

developing more robust and adaptable malware detection 

systems, ultimately improving the security and protection 

of computer systems and networks by using synthetic 

data. The objectives of this study are as follows. 

i. Using the flow-base model to generate a 

synthetic malware dataset. 

ii. Using proposed performance metrics, 

evaluate the performance of random forest 

techniques in detecting malware in synthetic 

datasets. 

 The remainder of this paper is as follows. Section 2 

provides a comprehensive examination of the relevant 

literature. Section 3 briefly describes the methodology for 

generating the results and collecting data. Section 4 

presents the analysis of the results. Section 5 provides a 

conclusion and delves into future work, acknowledgment, 

competing interest statement, data and materials 

accessibility, and finally, references used in the study. 

 

2. Literature Review 

Garcia and Muga [6] classified the malware families 

using malware images. It is also worth noting that the data 

set used to evaluate the method was the Mallimg Dataset, 

containing 9,342 malware samples in 25 families. These 

data differ from our study, as we proposed using a new 

Android dataset called CICMalDroid2020. Although the 

Malimg dataset provided diverse malware samples, it may 

not represent the entire malware landscape. Also, the scale 

of the dataset limits the generalizability of the findings. 

Using a different CICMalDroid2020 dataset in the study 

introduces the possibility of variations in malware 

characteristics and difficulty levels, which could impact 

model performance. Both this study and ours employed a 

random forest model. As evaluated in the study, the 

random forest model demonstrated a 95.26% 

classification accuracy in the malware data set. Stratified 

sampling was used during training set creation to 

counteract the imbalance of the dataset, thereby reducing 

the risk of overfitting and undergeneralization. 

In contrast, our research proposed a different 

approach, namely SMOTE, to address the data imbalance 

problem. The Malimg dataset was tested using a 10-fold 

cross-validation. This study used performance metrics 

such as precision, precision, recall, false alarm rate, and 

F1 score to evaluate the random forest model. 

Sawadogo et al. [12] assessed the impact of 

unbalanced data sets on the effectiveness of machine 

learning models designed to identify malicious 

applications. The primary objective of their study was to 

investigate the effects of imbalanced datasets on 

algorithms. Additionally, they provided evaluation 
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metrics that are most appropriate for imbalanced data sets. 

A balancing metric and commonly used metrics were used 

to determine the performance of eleven classification 

algorithms. The results indicated that performance 

evaluation metrics, such as accuracy, precision, and 

recall, which are widely used in the literature, do not 

perform well when faced with unbalanced data sets. 

In contrast, Balanced accuracy and Geometric mean 

metrics are more appropriate. The results of this study 

were obtained by evaluating precision, precision, F1 

score, recall, balanced precision, Matthew’s correlation 

coefficient, Geometric mean, Fowlkes marshmallows, 

and F1 score. However, the size and diversity of the data 

set can also affect the generalizability of the findings. A 

more extensive and more diverse data set would provide 

a more comprehensive understanding of the impact of 

unbalanced data sets. Therefore, we used these results in 

this study to check whether these metrics are best suited 

to evaluate a model feed with the synthetic data set. From 

the metrics used, we only used precision, recall, precision, 

F1 score, balanced accuracy, and geometric metrics. 

Rosmansyah and Dabarsyah [13] proposed a new 

approach to identify malware on Android mobile devices 

developed using API classes. This study used machine 

learning to classify programs as benign or malicious. 

Additionally, the machine learning classification 

precision rate was contrasted. Based on 51 API packages 

from 16 API classes, the study classified benign and 

malicious software using the Random Forest, J48, and 

Support Vector Machine methods. 412 sample Android 

applications are used for the implementation, along with 

51 packages from 16 API classes, 205 benign 

applications, and 207 malicious applications. Interpreting 

the evaluation metrics should be considered in 

conjunction with the specific characteristics of the data set 

and the goals of the malware detection task. The malware 

landscape is constantly evolving, and new threats emerge 

regularly. The findings of the study may not apply to 

future malware variants. The data set used in the previous 

study differs from ours. We used the more recent 

CICMalDroid2020 dataset, which contains Android data. 

Additionally, while the study used cross-validation and 

percentage split for testing, our research evaluated 

classifier performance using precision, F1 score, recall, 

balanced accuracy, and geometric mean. According to 

research [13], the percentage of packages that used benign 

and malware samples revealed that Telephony Manager 

and Connectivity Manager are the most often used by 

malware applications. The SVM, J48, and Random Forest 

algorithms are all machine learning algorithms that can be 

used to improve malware detection. For cross-validation 

tests using the random forest algorithm and percentage 

split tests using the SVM algorithm, the precision rates 

were 92.4% and 91.4%, respectively. Similarly to our 

research, [13] the researchers used the Random Forest 

technique to classify malware. Their findings align with 

ours, demonstrating the superior precision of the Random 

Forest algorithm in this context. In the cross-validation 

test, 92.4% of the samples used the Tree Random Forest 

algorithm, and 91.4% used the SVM algorithm, so the 

average output for all samples (without categorization) 

was 91.9%. Researchers indicated that Random Forest 

gives the best results in malware detection research. 

Lastly, these results support our motivation for using the 

random forest technique as a malware detection classifier 

in our study.  

J. Singh [14] supports previous researchers [13] by 

providing an analysis that shows that the random forest 

technique provides the best precision in the malware 

detection data set. As a result, this analysis supports our 

motivation to use a random forest technique to detect 

malware on a synthetic dataset. Using 57 attributes, [15] 

developed a machine-learning algorithm to differentiate 

between benign and malicious Windows PE files. Unlike 

our study, they used the Brazilian Malware dataset of 

100,000 samples with 57 labels. The Random Forest 

model achieved an impressive 99.7% accuracy, 

outperforming existing systems. This demonstrates the 

potential of Random Forest to identify malicious files 

effectively. An unbalanced data set is one of the biggest 

obstacles to malware detection, according to [16]. The 

data set for the study was preprocessed and balanced to 

improve malware identification accuracy and minimize 

false positives and negatives. Although the study 

employed static analysis to extract features, our research 

utilized normalization for feature extraction. Both studies 

preprocessed the feature set using ranking techniques to 

eliminate ineffective features. 

 Our research introduces a combined approach to 

address the challenges of imbalanced datasets. Random 

Forest and a balanced synthetic dataset generated through 

flow-based modeling. This aims to improve the accuracy 

and generalizability of malware detection model models. 

Table 1, convey an overview of the literature review. 
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Table 1. Literature review overview. 

Article Dataset Methodology Findings 

[6] 
Mallimg 

dataset 

Stratified sampling was utilized 

during training set creation to 

counter the imbalance of the dataset. 

Both studies used a random forest model and achieved 95.26% 

classification accuracy. The authors applied stratified sampling 

to mitigate dataset imbalance, whereas our research employs 

SMOTE. Mallimg used 10-fold cross-validation, and we 

evaluated our model with metrics like precision, recall, false 

alarm rate, and F1 score. 

[12] 
CICMalDroid 

2020 dataset 

The authors examined the effects of 

imbalanced datasets on Android 

malware detection, contrasting 

machine learning models through 

feature extraction, imbalance 

handling techniques (e.g., SMOTE, 

class weighting), and evaluation 

metrics such as precision, recall, and 

AUC-ROC. 

Examined how imbalanced datasets affect machine learning 

models for identifying malicious applications. They aimed to 

evaluate the impact of these datasets on algorithms and 

identified suitable evaluation metrics. Their findings revealed 

that standard metrics like accuracy, precision, and recall 

perform poorly with unbalanced data, while balanced accuracy 

and geometric mean are more effective. The study assessed 

various metrics but noted that the size and diversity could 

influence the generalisability of results. Consequently, they 

used these metrics to evaluate models using synthetic datasets, 

focussing on precision, recall, F1 score, balanced accuracy, and 

geometric mean. 

[13] 

Android 

dataset with a 

total of 412 

samples 

The study classified applications as 

benign or malicious using Random 

Forest, J48, and Support Vector 

Machine (SVM) methods based on 

51 API packages from 16 classes, 

analyzing 412 Android applications 

(205 benign, 207 malicious).  

Rosmansyah and Dabarsyah proposed a machine-learning 

approach to identify malware on Android devices using API 

classes. The study supports the efficacy of the Random Forest 

algorithm in malware detection, aligning with the existing 

literature that emphasizes its superior performance, achieving 

91,9% of the average precision. 

[14] 
Executable 

files 

Analyzing malware and benign 

samples using static and dynamic 

techniques to extract discriminative 

features. 

This research supports previous [13] by providing an analysis 

that shows that the random forest technique provides the best 

precision in the malware detection data set. As a result, this 

analysis supports our motivation to use a random forest 

technique to detect malware on a synthetic dataset.  

[15]           

Brazilian 

Malware 

dataset 

The data set for the study was pre-

processed and balanced to improve 

malware identification accuracy and 

minimise false positives and 

negatives. Although the study 

employed static analysis to extract 

features. 

Using 57 attributes, a machine learning algorithm was 

developed to distinguish between benign and malicious 

Windows PE files, achieving 99.7% accuracy with the 

Brazilian Malware dataset of 100,000 samples. This highlights 

the effectiveness of the Random Forest model in malware 

detection. An unbalanced dataset poses challenges. While the 

study used static analysis for feature extraction, our research 

utilizedutilised normalization. Both studies used ranking 

techniques to remove ineffective features. 

3. Methodology 

This section provides an overview of the data, the 

methods used to analyze it, and how the analysis was 

carried out. 

 

3.1. Data collection 

This study used the latest Android Malware Secondary 

dataset, CICMalDroid2020, collected from numerous 

sources, including Contangio Security Blog, AMD, 

VirusTotal, and MalDozer [17], [18]. Samples from 

Android up to 2018 are included in this collection. The 

data are publicly available at the Canadian Institute of 

Cybersecurity. These secondary data include five types of 

samples: banking malware, adware, riskware, SMS 

malware, and benign malware. Normalizing the attributes 

in the CICMalDroid2020 dataset is imperative because 

they have large values and nonnormally distributed data. 

It consists of 140 variables and 11,598 data entries. All 

data entries are of float data type. The dataset does not 

have missing values. The categorical size of the dataset is 

imbalanced, as shown by the diagram below Figure 1, 

which illustrates the distribution of the malware dataset. 
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Figure 1. The original data set was imbalanced malware data 

distribution. 

 

3.2. The method used to generate synthetic data sets 

We employed a flow-based model to augment the 

existing dataset, specifically the autoregressive model. 

This model sequentially generates new data, predicting 

the value of each element based on the preceding values. 

The advantages of flow-based models are that they are 

often more efficient to train than GANs and VAEs, 

especially for high-dimensional data. The invertibility of 

the transformations allows for exact likelihood 

evaluation, which can be helpful for various tasks. Flow-

based models can be designed to capture complex data 

distributions, making them suitable for various 

applications. The sequence of transformations can 

provide information on the structure of the data. The 

original dataset contained 11,598 data entries; the flow-

based model generated 13,402 samples, resulting in 

25,000 data entries. 

Since the data was unbalanced, to address the issue of 

the unbalanced dataset, we proposed the synthetic 

minority oversampling technique (SMOTE). SMOTE 

generates synthetic data by creating new samples based 

on a small subset of the minority class. Unlike simple 

oversampling, SMOTE generates synthetic samples rather 

than replicating existing ones. The categorical size of the 

dataset is balanced, as shown by the diagram below Figure 

2, which illustrates the distribution of the malware data 

set. 

 

Figure 2. Balanced synthetic data distribution. 

The results generated were graphically represented for 

analysis. Table 2 presents the parameters used to evaluate 

the algorithms. 

Table 2. The parameters used. 

Algorithm Training parameters  

Random 
forest 

Max depth =10; Max features =auto; min 
sample leaf=3; min samples split 5; min 

weight fraction leaf 0.0; n-estimator 
=2000; verbose =0 

 

Table 3 shows the environment used to train and test 

machine learning algorithms. The operating system used 

to run the project was Windows 10, running on an HP 

Intel Core i5 8th generation computer. 

Table 3. Computational environment. 

Parameters Values 
Operating system 

Dataset 

Machine Model 

Random memory 

Tools 

Windows 10 

CICMalDroid2020, 8 GB 

HP Intel Core i5 8th 

Anaconda-2021 and Jupyter 
notebook 

 

3.3. Evaluation metrics 

The performance of random forest techniques was 

assessed using several metrics, including precision, recall, 

F1 score, balanced accuracy, geometric mean, and overall 

accuracy. Four of these performance measures are 

detailed below, with TN indicating True Negative, TP 

denoting True Positive, FT referring to False Positive, and 

FN indicating False Negative. 
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a) Accuracy: is the ratio of correct predictions for both 

TP and TN attacks to the total number of attacks 

tested. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝐹𝑃+𝐹𝑁+ 𝑇𝑃+𝑇𝑁
                                   (1)                       

b) Precision: Also referred to as positive predictive 

value, this metric assesses the effectiveness of 

classification algorithms. It is determined by taking 

the ratio of True Positives (TP) to the total of True 

Positives and False Positives (TP + FP). 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
                                                 (2) 

c) Recall: Recall aims to assess True Positive (TP) 

instances of False Negative (FN) items that have not 

been classified. This concept is nearly identical to the 

detection rate (DR), actual positive rate (TPR), and 

recall. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                                                   (3) 

d) F1-Score: The F1 score serves as a metric that strikes 

a balance between precision and recall. 

𝐹1𝑆𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
                               (4)                        

e) Balanced accuracy (BA): The accuracy of a 

classifier is measured using this metric. When classes 

are unbalanced, this method is used [16]. 

𝐵𝐴 =
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙

2
                                                  (5) 

f) Geometric Mean (GM): This metric maximizes the 

TP and the TN rates while keeping them relatively 

balanced [16]. 

𝐺𝑀 = √𝑇𝑃 ∗ 𝑇𝑁                                                      (6)                  

 

3.4. Synthetic dataset 

Synthetic data are artificial data generated on 

statistical properties and characteristics of accurate data 

while ensuring privacy and confidentiality. Synthetic data 

is generated algorithmically to mimic the characteristics 

of real datasets, not based on any observations. Synthetic 

data safeguards sensitive information, allowing data 

sharing without privacy breaches. Additionally, it 

addresses data scarcity and class imbalance in machine 

learning, enhancing model training and testing. 

Furthermore, tailored methods reduce biases in the data 

sets, promoting fairness in the models. Exploratory 

analysis enables testing and analysis without risking real-

world data or privacy issues [19].  

Approaches to generating synthetic data are 

appropriate depending on the type of data we care about 

and what we want to achieve. There are various ways to 

do this; a few include the following. Generative 

Adversarial Networks (GANs), Flow-based models, 

Variational Autoencoders (VAEs), Copulas, and 

Synthetic Minority Over-sampling Technique (SMOTE) 

[20], [21]. 

In this study, we used Flow-based models to generate 

synthetic datasets. A simple probability distribution, such 

as a standard Gaussian, is progressively transformed into 

a more complex distribution that approximates accurate 

data distribution through a sequence of invertible 

transformations to construct a flow-based model. 

Synthetic Data Generation challenges include data 

quality, bias checks, real-world testing, and 

computational costs. Synthetic datasets offer solutions to 

privacy, scarcity, and bias issues, unlocking new 

opportunities for researchers and organizations in data 

science and artificial intelligence [22]. 

 

4. Experiments and Results 

The experimental results were obtained by evaluating 

the Random Forest models described in Section 3.3. 

Training was conducted on 80% of the data, and testing 

was conducted on the remaining 20%. The performance 

of the Random Forest model was evaluated using a 

comprehensive set of metrics, including precision, recall, 

accuracy, F1 score, balanced accuracy (BA), and 

geometric mean (GM). As illustrated in Figure 3, the 

results compare the Random Forest performance of the 

malware detection model trained on a standard 

(imbalanced and small-scale) dataset and a balanced 

synthetic dataset. 

The Random Forest achieved an overall accuracy of 

85% on a standard dataset, while the balanced synthetic 

dataset achieved 92%. The balanced synthetic dataset 

increases the accuracy by 7%, proving that we have a 

more reliable model. The original dataset has 0.89 

precision and 0.90 recall. On the contrary, the model's 

performance is significantly improved on the well-

balanced synthetic dataset, achieving 0.93 precision and 
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1.00 recall. These results suggest that the model has better 

potential to correctly classify malicious (true positive) and 

benign (true negative) samples and reduce false positives 

and false negatives. For the balanced synthetic dataset, the 

model's recall rate reached 100%, which means that the 

model correctly identified all malware instances. 

On a balanced synthetic dataset, the Random Forest 

achieved a 91% F1 score; on the original dataset, it 

achieved 89%, thus confirming the Random Forest's 

optimal precision-recall balance performance.  The 

balanced precision metric slightly improved over the 

original precision metric by 3%, showing the potency of 

how synthetic data can handle this specific challenge. The 

GM metric evaluates the average performance of the 

model across all classes. This case demonstrates a very 

high GM value of 82% on a balanced synthetic dataset, 

which means the model is good at predicting positive and 

negative instances. 

The improved correlation coefficients of Matthews, 

Cohen's Kappa, ROC AUC, and Gini coefficient were 

also obtained using a balanced synthetic dataset compared 

to the original dataset. The Random Forest model on this 

balanced synthetic dataset shows outstanding 

performance in malware detection, summarized by the 

following metrics. 

Cohen's Kappa: The training set showed a perfect 

score of 100%, which means that the model accuracy is 

much greater than random chance. Cohen’s Kappa in the 

testing set was 82%, which is still a considerable 

improvement compared to random detection. Area Under 

the Receiver Operating Characteristic Curve (AUROC): 

The AUROC score of 100% in the training set and 91% 

in the testing set confirms that the model can effectively 

distinguish benign from malicious samples regardless of 

the classification threshold. 

The Gini coefficient of 100% on the training set and 

82% on the testing set indicates that the model 

performance is significantly better than random guessing. 

The Gini coefficient of the test set is slightly lower, yet it 

still indicates good performance. Matthews correlation 

coefficient (MCC): 100% on the training set and 81% on 

the testing set, demonstrating the model's proficiency in 

correctly classifying positive and negative samples while 

remaining unaffected by class imbalance. 

The study's results demonstrate the application of 

flow-based models to generate synthetic data to improve 

the performance of malware detection classifiers, 

particularly in the case of small-scale and unbalanced 

datasets. 

 

Figure 3. The performance of the Random Forest Method. 
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5. Conclusion 

This paper explored random forest models as an 

effective method for malware detection on synthetic data 

generated using flow-based models. Overall, the results 

show the promise of this method in overcoming the 

limitations of classic malware detection techniques. 

Small-scale and unbalanced data sets pose challenges to 

standard approaches.  Random Forest models on synthetic 

data yielded higher scores on accuracy, precision, recall, 

F1 score, balanced accuracy, and geometric mean 

compared to traditional methods.  

They similarly showed generalization to unseen data 

and were robust to variations in malware. Synthetic data 

solved the typical problem of class imbalance in real-

world malware datasets. Synthetic data could be 

generated on the chosen parameters, which offered the 

advantage of flexibility regarding the study of malware 

properties and improving detection models.  

The Random Forest model, although powerful, can be 

computationally intensive for larger datasets and may 

restrict real-world applications when scaled. New threats 

keep emerging, and the malware landscape is ever-

changing. Since the data-building process was done until 

October 2023, we need to update our model occasionally 

with new malware variants. Future work could investigate 

methods to improve the training procedure or reduce the 

complexity of the model.  

The system's performance may only apply to new and 

unseen malware families. Furthermore, random forest 

models are also not generally well understood, and 

techniques to explain how the model makes a decision 

could improve the transparency and trustworthiness of the 

model. Moreover, integrating synthetic data with other 

techniques, such as deep learning or adversarial training, 

may enhance the detection of such attacks. The findings 

of this study suggest that, with proper training and 

application of flow-based models for synthetic data 

generation, a Random Forest model can be deemed to 

have viable predictive capacity for malware detection. 

This method can help improve the protection and security 

of a computer system and a network by discussing the 

constraints and future research paths. 

 

6. Future Work 

Several areas for future work can be noted based on 

the results of this research. Using hybrid models (e.g., 

Random Forest + deep learning, Random Forest + 

adversarial training) could also improve detection 

performance and compensate for individual model 

weaknesses. Explaining the prediction process of a 

Random Forest classifier would clarify the model's 

weaknesses and strengths and thus provide insight into 

how this model makes decisions. Such approaches can 

minimize the computational cost of Random Forest 

training, but the most informative training samples need 

to be prioritized by applying active learning strategies. 

Fine-tuning a pre-trained model on task-specific data has 

been proven beneficial, as it can reduce the amount of 

labeled data required and improve performance, as the 

model would be taking advantage of knowledge from 

related tasks. Investigate approaches for real-time 

malware detection using Random Forest and attaching 

threat intelligence information to improve model 

detection for recent malware variants and emerging 

threats. Improving these facets would aid in evolving 

superior illicit software identification methodologies that 

are effective, efficient, and comprehensible. 
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